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Introducing VirusScan Enterprise

VirusScan Enterprise offers easily scalable protection, fast performance, and mobile design to
protect your environment from viruses, worms, and Trojan horses. It also protects your system
from access point violations, exploited buffer overflows, and potentially unwanted code and
programs. It detects threats, then takes the actions you configured to protect your environment.
See the VirusScan Enterprise Release Notes for information about what's new in this release.

This guide describes how to configure and use VirusScan Enterprise.

You can configure VirusScan Enterprise as a standalone product or you can use ePolicy
Orchestrator versions 3.6.1 and 4.0 to centrally manage and enforce VirusScan Enterprise
policies, then use queries and dashboards to track activity and detections.

NOTE: This document addresses using ePolicy Orchestrator 4.0. For information about using
either version of ePolicy Orchestrator, see its product documentation.

Contents

» Using VirusScan Enterprise

» Getting started

» What to do first

» Where to find product information

Using VirusScan Enterprise

Use the VirusScan Enterprise software to protect your environment from potential threats.

When installed, VirusScan Enterprise is configured to use the detection definition (DAT) file that
was packaged with the product and provide general security for your environment. We
recommend that you define the policies and needs of your environment and configure the
product accordingly, then update the product’s detection definitions before you begin using the
product or deploy it to client computers.

Each VirusScan Enterprise component or feature plays a part in protecting your environment.

Prevention

Define your security needs to ensure that all of your data sources are protected, then develop
an effective strategy to stop intrusions before they gain access to your environment. Configure
these features to prevent intrusions:

e User Interface Security — Set display and password protection to control access to the user
interface.

¢ Access Protection — Use access protection rules to protect your computer from undesirable
behavior with respect to files, registry, and ports. If you installed the AntiSpyware Enterprise
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Module, you have additional rules to protect you from potentially unwanted spyware-related
threats.

Buffer Overflow Protection — Prevent exploited buffer overflows from executing arbitrary
code on your computer.

Unwanted Program Protection — Eliminate potentially unwanted programs such as spyware
and adware from your computer.

Detection

Develop an effective strategy to detect intrusions when they occur. Configure these features
to detect threats:

Update Task — Get automatic updates of detection definitions and scanning engine from
the McAfee download website.

On-Access Scanning — Detect potential threats from any possible source as files are read
from or written to disk. If you installed the AntiSpyware Enterprise Module, you can also
scan for potentially unwanted cookies in the cookies folder.

On-Demand Scan Tasks — Detect potential threats using immediate and scheduled scan
tasks. If you installed the AntiSpyware Enterprise Module, you can also scan for potentially
unwanted cookies and spyware-related registry entries that were not previously cleaned.

On-Delivery and On-Demand Email Scanning — Detect potential threats on Microsoft Outlook
email clients using on-delivery scanning of messages, attachments, and public folders. Detect
potential threats on Lotus Notes email clients when messages are accessed.

Quarantine Manager Policy — Specify the quarantine location and the length of time to keep
quarantined items. Restore quarantined items as necessary.

Notification

Alerts and Notifications — Configure alerts to notify you when detections occur.

Response

Use product log files, automatic actions, and other notification features to decide the best way
to handle detections.

Log files — Monitor product log files to view a history of detected items.

Queries and Dashboards — Use ePolicy Orchestrator queries and dashboards to monitor
scanning activity and detections.

Actions — Configure features to take action on detections.

Supplemental Information

Refer to these topics for additional information:

Accessing user interface options — Access the standalone version of the product in a number
of ways.

Adding and Excluding Scan Items — Fine-tune the list of file types scanned for each of the
scanners.

Scheduling tasks — Schedule on-demand scan, update, and mirror tasks to run at specific
dates and times, or intervals.

Configuring command-line options — Configure on-demand scan and update tasks from the
command line.
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Connecting to remote system — Connect to remote systems with VirusScan Enterprise
installed to perform actions such as modify and schedule scanning or update tasks or to
enable and disable the on-access scanner.

Submitting threat samples for analysis — Submit samples of undetected potential threats
to Avert Labs through WebImmune.

Accessing the Avert Labs Threat Library — Access the information in the Avert Labs Threat
Library.

Troubleshooting — Get information about how to repair the product installation and frequently
asked questions.

Getting started

We assume that you have the necessary privileges to perform the steps described in this guide.

1

Get the VirusScan Enterprise 8.7i product files from the McAfee download site. These files
may include the product installation files, the product package file, the report and help
extension files, and the ePolicy Orchestrator migration tool. See the VirusScan Enterprise
8.7i Release Notes for installation and known issues.

For ePolicy Orchestrator, use the Check-In Wizard to add the product and report extension
files and the product package file to the repository. If you are upgrading from a previous
version of VirusScan Enterprise and want to preserve settings, run the ePolicy Orchestrator
migration tool. See the ePolicy Orchestrator product documentation for details.

For VirusScan Enterprise standalone installation, see the Installation Guide for details about
installing the product. If you are upgrading from a previous version of VirusScan Enterprise,
the Installation Guide describes how to preserve settings.

What to do first

When installed, VirusScan Enterprise is configured to use the detection definitions that were
packaged with the product and provide general security for your environment. We recommend
that you get the latest detection definitions and customize the configuration to meet your
requirements before you deploy the product to client systems.

Task
Take these actions immediately after installing the product.

1

Set user interface security. Configure the display and password options to prevent users
from accessing specific components or the entire VirusScan Enterprise user interface. See
Controlling Access to the User Interface for more information.

Update detection definitions. Perform an Update Now task to ensure that you have
the most recent detection definitions. See Updating Detection Definitions for more
information.

Prevent intrusions. Configure these features to prevent potential threats from accessing
your systems:

e Access Protection. Configure access protection rules to prevent unwanted changes
to your computer and enable the option to prevent McAfee processes from being
terminated. See Protecting Your System Access Points for more information.
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Buffer Overflow Protection. Enable buffer overflow detection and specify exclusions.
See Blocking Buffer Overflow Exploits for more information.

Unwanted Programs Policy. Configure the policy that the on-access, on-demand,
and email scanners use to detect potentially unwanted programs. Select categories of
unwanted program categories to detect from a predefined list, then define additional
programs to detect or exclude. See Restricting Potentially Unwanted Programs for more
information.

Detect intrusions. Configure these features to detect potential threats on your systems,
then notify you and take action when detections occur:

AutoUpdate. Configure update tasks to get the most current detection definitions,
scanning engine, and product upgrades. See Updating Detection Definitions for more
information.

On-Access Scanner. Configure the scanner to detect and take action on potential
threats as they are accessed in your environment. Enable scanning of unwanted
programs. If you installed the AntiSpyware Enterprise Module, you can also scan for
cookies in the cookies folder. See Scanning Items On-Access for more information.

On-Demand Scanner. Configure scan tasks to detect and take action on potential
threats in your environment. Enable scanning of unwanted programs. If you installed
the AntiSpyware Enterprise Module, you can also scan for cookies in the cookies folder
and potentially unwanted spyware-related registry entries that were not previously
cleaned. See Scanning Items On-Demand for more information.

Email Scanners. Configure the on-delivery and on-demand scanning of Microsoft
Outlook and Lotus Notes email clients. Enable scanning of unwanted programs. See
Scanning Email On-Delivery and On-Demand for more information.

Send alerts and quarantine threats. Configure these features to alert you when detections
occur and manage quarantined items:

Alerts and Notifications. Configure how and when you receive detection notifications
and alerts. See Configuring Alerts and Notifications for more information.

Quarantine Manager Policy. Configure the location of the quarantine folder and the
number of days to keep quarantined items before automatically deleting them. See
Defining the Quarantine Policy for more information.

Where to find product information

The product documentation is designed to provide you with the information you need during
each phase of product implementation, from evaluating a new product to maintaining existing
ones. Depending on the product, additional documents might be available. After a product is
released additional information regarding the product is entered into the online Knowledgebase
available on McAfee ServicePortal.

Installation Phase Setup Phase Maintenance Phase

Before, during, and after installation.  Getting up-and-running with the Maintaining the software.
Release Notes

Known issues in the current
release. e Setting up and customizing the

Issues resolved since the last
release. Online Help

product. Online Help

Product Guide and Online Help Maintaining the software.
. Reference information.
software for your environment.

e All information found in the

product guide.
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Installation Phase Setup Phase Maintenance Phase
e Last-minute changes to the e Managing and deploying products Knowledgebase (knowledge.mcaf)
product or its documentation. through ePolicy Orchestrator. «  Release notes and documentation

Installation Guide ¢ Detailed information about options

in the product. e  Supplemental product information.

e Preparing for, installing and
deploying software in a production
environment.

e  Workarounds to known issues.

Finding release notes and documentation for McAfee enterprise products

1 Go to knowledge.mcafee.com and select Product Documentation under Useful links.

2 Select <Product Name> | <Product Version> and select the required document from
the list of documents.

Accessing help topics from the product

To access help topics:

¢ From the ePolicy Orchestrator console, click ?, then select VirusScan Enterprise 8.7i.
For option definitions, click ? on the policy or task tab.

¢ From the VirusScan Console, select Help Topics from the Help menu.

NOTE: The first time you access Help after installing the product, you are asked if you want
to download the Help file. Click Yes to download the Help file and install it in your installation
directory.

For option definitions, click Help on the feature properties tab.

10
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Controlling Access to the User Interface

Setting security for the interface on client computers is an important part of protecting your
environment. As an administrator, you can control the access users have to the VirusScan
Enterprise interface. Specify a password to prevent users from accessing or changing selected
features. You can also lock and unlock the user interface as necessary.

Contents

» How setting a password affects users
» Configuring user interface security settings

How setting a password affects users

Set a user interface password to deter users with malicious intent. When you password-protect
the user interface on client computers, users are affected as follows:

¢ Non-administrators — Users without administrator rights. Non-administrators run all
VirusScan Enterprise applications in read-only mode. They can view some configuration
parameters, run saved scans, and run immediate scans and updates. They cannot change
any configuration parameters, create, delete, or modify saved scan or update tasks.

« Administrators — Users with administrator rights. Administrators must type the password
to access the protected tabs and controls in read/write mode. If a password is not provided
for a protected item, they view it in read-only mode.

Configuring user interface security settings

To access the User Interface properties:

¢ From the ePolicy Orchestrator console, go to Systems | Policy Catalog and select
VirusScan Enterprise 8.7.0 in the Product list and User Interface Policies in the
Category list.

e From the VirusScan Console, select Tools | User Interface Options.

Configure the options on each tab. For option descriptions, click ? or Help on each tab.

Tab descriptions

Tab Description

Display Options ¢ Specify which system tray icon options users can view.
e Allow connections to remote computers.
¢ Configure the console language.
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Tab Description

Password Options Specify password security for the entire system or selected items.

12
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Protecting Your System Access Points

Access protection prevents unwanted changes to your computer by restricting access to specified
ports, files, shares, registry keys, and registry values. It also protects McAfee processes by
preventing users from stopping them. This protection is critical before and during outbreaks.

This feature uses predefined rules and categories and user-defined rules to specify which items
can and cannot be accessed. Each rule can be configured to block and/or report access point
violations when they occur. Predefined rules and categories are subject to content updates via
the McAfee update sites.

NOTE: The access protection feature uses the on-access scanner to detect access point violations.
The on-access scanner must be enabled for the access protection feature to detect attempts
to access ports, files, shares, and registry keys and values.

Contents

» How access protection rules are defined

» Access point violations and how VirusScan Enterprise responds
» Types of user-defined rules

» Configuring access protection settings

How access protection rules are defined

Rules are separated into these types and provide these levels of protection.

Rule type descriptions

Rule type Description

Anti-virus These preconfigured rules protect your computer from common behaviors of malware
threats. You can enable, disable, and change the configuration, but you cannot delete
these rules.

Two rule examples are:

¢ Prevent disabling or changing of critical processes, remote creation or modification
of executable files, hijacking of executable files, Windows Process spoofing, and
mass mailing worms from sending mail.

e Protect phone book files from password and email stealers.
These protection levels apply to anti-virus rules:

e Standard Protection

¢ Maximum Protection

e Outbreak Control

Common These preconfigured rules prevent modification of commonly used files and settings.
You can enable, disable, and change the configuration, but you cannot delete these
rules.
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Rule type

Description

Three rule examples are:
¢ Prevent modification of McAfee files and settings.

e Protect Mozilla and Firefox files and settings, Internet Explorer settings, and network
settings.

e Prevent installation of Browser Helper Objects and automatically running programs
from the Temp folder.

These protection levels apply to common rules.
¢ Standard Protection
¢ Maximum Protection

Virtual Machine
Protection

These preconfigured rules prevent termination of VMWare processes and modification
of VMWare files. You can enable, disable, and change the configuration, but you cannot
delete these rules.

Rule examples are:
e Prevent termination of VMWAre Processes.
e Prevent modification of VMWare workstation, server, or virtual machine files.

User-defined

These custom rules supplement the protection provided by the Anti-virus and
Common rules.

Anti-spyware

If you installed the AntiSpyware Enterprise Module, you have additional rules to protect
you from spyware-related threats.

Rule examples are:
e Prevent Internet Explorer favorites and settings.

e  Prevent programs from running and execution of scripts from the Temp folder.

Protection level descriptions

Protection Level

Description

Standard Anti-virus and common rules that protect some critical settings and files from being
maodified, but generally allow you to install and execute legitimate software.
Maximum Anti-virus and common rules that protect most critical settings and files from being

maodified. This level provides more protection than Standard, but might prevent you
from installing legitimate software. If you cannot install software, we recommend that
you disable the Access Protection feature first, then enable it again after installation.

Outbreak control

Anti-virus rules that block destructive code from accessing the computer until a DAT
file is released. These rules are preconfigured to block access to shares during an
outbreak.

Access point violations and how VirusScan
Enterprise responds

When an access point violations occur:

+ Information is recorded in the log file if you selected the Report option for the rule that
detected the violation.

14 McAfee VirusScan Enterprise 8.7i
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e The eventis recorded in the local event log and to SNMP, if you configured Alert Properties
to do so.

¢ The event is reported to Alert Manager and/or ePolicy Orchestrator, if those products are
configured to do so.

« The Block and/or Report action is taken depending on which actions are configured for
the rule that detected the violation.

¢ On the client system, a red frame surrounds the system tray icon and remains visible for 30
minutes unless you reset it.

NOTE: To reset the icon, open the Access Protection Log File from the system tray icon.
Opening the log file by any other method does not reset the icon to its normal state.

Types of user-defined rules

Choose from these three types of rules.

Rule descriptions

Rule Description

Port Blocking Rule Blocks incoming or outgoing network traffic on specific ports or ranges of ports.

NOTE: When you block a port, Transmission Control Protocol (TCP) and User Datagram
Protocol (UDP) accesses are blocked.

File/Folder Blocking Rule Blocks read or write access to files and folders.

NOTE: Once you restrict access to a file or folder, the restriction remains in place until
the administrator removes it. This helps prevent intrusions and stops them from spreading
during an outbreak.

Registry Blocking Rule  Protects registry keys or values by blocking these actions: read from, write to, create,
or delete.

Configuring access protection settings

To access the Access Protection properties

¢ From the ePolicy Orchestrator console, go to Systems | Policy Catalog and select
VirusScan Enterprise 8.7.0 in the Product list and Access Protection Policies in the
Category list.

¢ From the VirusScan Console, open the Access Protection properties.

Configure the options on each tab. For option descriptions, click ? or Help on each tab.

Tab descriptions

Tab Description

Access Protection e Enable access protection.
e Configure rules.
e Prevent McAfee processes from being stopped.

McAfee VirusScan Enterprise 8.7i
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Tab Description

Reports ¢ Enable activity logging.
¢ Specify the log file name and location.
e Specify the log file size limit.
e Select the log file format.

Configuring anti-virus and common rules

Use predefined Anti-virus and/or Common rules to protect your computer from unwanted
changes. These rules can be enabled and edited, but they cannot be deleted.

Task

1 Select the Anti-virus or Common category in the left pane, then select the specific rule
in the right pane.

2 Configure the Block and/or Report options.
3 Click Edit to configure Rule Details.

Configuring user-defined rules
Create and edit user-defined rules to supplement the protection provided by the Anti-virus

and Common rules.

Task

1 Select the User-defined Rules category in the left pane, then click New.
2 Select the rule type.

3 Change the Block and Report actions as necessary.

4 Click Edit to change the configuration.

Configuring port blocking rules

Block users from accessing specified inbound and/or outbound ports.

Option definitions

Option Definition
Rule Name Type the name for this rule.
Processes to include Restrict access to the specified processes.

Processes to exclude Allow access to the specified processes.

Starting Port Specify the first port number. This can be a single port or the starting number of a range
of ports.

NOTE: If you block access to a port that is used by the McAfee Agent, the Entercept
Agent, or the Host Intrusion Prevention Agent, the agent’s processes are trusted and
are allowed to communicate with the blocked port. All other traffic not related to these
agent processes is blocked.

Ending Port Specify the last port number in a range of ports.
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Option Definition
Inbound Prevent systems on the network from accessing the specified ports.
Outbound Prevent local processes from accessing the specified ports on the network.

Configuring file/folder blocking rules

Prevent users from taking action on specified files or folders.

Option definitions

Option

Definition

Rule name

Type the name for this rule.

Processes to include

Restrict access to the specified processes.

Processes to exclude

Allow access to the specified processes.

File or folder name to
block

Block access to the specified file or folder.

Browse file

Navigate to the file.

Browse folder

Navigate to the folder.

Read access to files

Block read access to the specified files.

Write access to files

Block write access to the specified files.

Files being executed

Block files from being executed in the specified folder.

New files being created

Block new files from being created in the specified folder.

Files being deleted

Block files from being deleted from the specified folder.

Configuring registry blocking rules

Block users from taking action on specified registry keys or values.

Option definitions

Option Definition

Rule Name Specify the name for this rule.

Processes to include Restrict access to the specified processes.

Processes to exclude Allow access to the specified processes.

Registry key or value to Protect this registry key or value:

protect e Select a root key or value from the drop-down list.

¢ Type a key or value in the text box.

Selecting the root key or value from the drop-down list is optional. Use either of these
methods to specify the key or value:

e Select the root key or value from the drop-down list, then type the remaining path
to the key or value in the text box.

¢ Type the full path to the key or value in the text box.

McAfee VirusScan Enterprise 8.7i
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Option

Definition

Rule type

Select the type of rule:
e Key — This rule protects the specified key.
¢ Value — This rule protects the specified value.

Write to key or value

Block writing to the specified key or value.

Create key or value

Block creating the specified key or value.

Delete key or value

Block deleting the specified key or value.

Including or excluding specific processes

Edit the rule details to specify processes that you want to detect or exclude from detection.

Option definitions

Option

Description

Rule Name

Processes to include

Processes to exclude

The name of this rule. For example, Prevent registry editor and Task Manager from
being disabled.

Restrict access to these processes. Use the exact process name or use a wildcard to
specify a broad range of processes such as *.EXE, then add exclusions for specific
processes that are legitimate, such as SETUP.EXE. For example, specify * to include all
processes.

Allow access to these processes. Use the exact process name. For example, specify these
exclusions: avtask.exe, cfgwiz,exe, fssm32.exe, giantantispywar*, kavsvc.exe, mmc.exe,
navw32.exe, nmain.exe, rtvscan.exe.

Removing user-defined rules

Remove rules that you created but no longer use.

Task

1 Select the User-defined Rules category in the left pane, then select the rule you want
to remove in the right pane.

2 Click Delete.

NOTE: To disable a rule without deleting it, deselect the Block and Report actions. You
can enable the rule again if necessary.

18

McAfee VirusScan Enterprise 8.7i




Blocking Buffer Overflow Exploits

Buffer overflow protection prevents exploited buffer overflows from executing arbitrary code
on your computer. It monitors user-mode API calls and recognizes when they are called as a
result of a buffer overflow.

When a detection occurs, information is recorded in the activity log and displayed in the
On-Access Scan Messages dialog box if you configured those options to do so.

VirusScan Enterprise uses a Buffer Overflow and Access Protection DAT file to protect
approximately 20 applications, including Internet Explorer, Microsoft Outlook, Outlook Express,
Microsoft Word, and MSN Messenger.

Contents

» How buffer overflow exploits are defined
» Configuring buffer overflow protection

How buffer overflow exploits are defined

A buffer overflow exploit is an attack technique that exploits a software design defect in an
application or process to force it to execute code on the computer. Applications have fixed-size
buffers that hold data. If an attacker sends too much data or code into one of these buffers,
the buffer overflows. The computer then executes the code that overflowed as a program. Since
the code execution occurs in the security content of the application, which is often at a
highly-privileged or administrative level, intruders gain access to execute commands not usually
accessible to them. An attacker can use this vulnerability to execute custom hacking code on
the computer and compromise its security and data integrity.

Configuring buffer overflow protection

To access the Buffer Overflow Protection properties:

¢ From the ePolicy Orchestrator console, go to Systems | Policy Catalog and select
VirusScan Enterprise 8.7.0 in the Product list and Buffer Overflow Protection Policies
in the Category list.

¢ From the VirusScan Console, open the Buffer Overflow Protection properties.

Configure the options on each tab. For option descriptions, click ? or Help on each tab.
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Tab descriptions

Tab Description
Buffer Overflow * Enable buffer overflow protection.
Protection

e Configure the detection mode to warn and/or protect you from buffer overflows.
* Display the On-Access Scan Messages dialog box when a detection occurs.

Reports ¢ Enable activity logging.
¢ Specify the log file name and location.
e Specify the log file size limit.
e Select the log file format.
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Restricting Potentially Unwanted Programs

VirusScan Enterprise protects your computer from potentially unwanted programs that are a
nuisance or present a security risk. One common unwanted program policy is configured, but
you can individually enable or disable the policy and specify actions for each of the VirusScan
Enterprise scanners.

Contents

» How potentially unwanted programs are defined
» Configuring the unwanted programs policy

How potentially unwanted programs are defined

Potentially unwanted programs are defined as software programs written by legitimate companies
that can alter the security state or the privacy policy of the computer on which they are installed.
This software can but does not necessarily include spyware, adware, and dialers. These programs
can be downloaded with a program that the user wants. Security-minded users recognize such
programs and, in some cases, remove them.

Configuring the unwanted programs policy

Configuration is a two-step process:
1 Define which potentially unwanted programs to detect and exclude:

* Select whole categories of programs or specific programs within a category from a
predefined list which comes from the current DAT file.

e Specify exclusions.
e Create a list of user-defined programs to detect.

2 After configuring the Unwanted Programs Policy, enable unwanted program detection
in the on-access, on-demand, and email scanners, then configure which actions to take
when an unwanted program is detected.

To access the Unwanted Programs properties:

¢ From the ePolicy Orchestrator console, go to Systems | Policy Catalog and select
VirusScan Enterprise 8.7.0 in the Product list and Unwanted Programs Policies in
the Category list.

¢ From the VirusScan Console, open the Unwanted Programs Policy properties.

Configure the options on each tab. For option descriptions, click ? or Help on each tab.

McAfee VirusScan Enterprise 8.7i
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Tab descriptions

Tab

Description

Scan Items

Select the categories of unwanted programs to detect. For example, spyware, adware,
etc. These categories are defined by the current DAT file.

Specify exclusions.

User-Defined Items

Define additional unwanted programs for detection.
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Updating Detection Definitions

VirusScan Enterprise software depends on the scanning engine and the information in the
detection definition (DAT) files to identify and take action on threats. New threats appear on a
regular basis. To meet this challenge, McAfee releases new DAT files every day, incorporating
the results of its ongoing research. The update task retrieves the most current DAT files,
EXTRA.DAT file, scanning engine, Service Packs, and Patches.

Contents

» How an update strategy is determined
» Update tasks and how they work

» Mirror tasks and how they work

» How the AutoUpdate repository works
» How rolling back DAT files works

How an update strategy is determined

Updates can be accomplished using many methods. You can use update tasks, manual updates,
login scripts, or schedule updates with management tools. This section describes using the
update task. Any other methods are beyond the scope of this guide.

An efficient updating strategy generally requires that at least one client or server in your
organization retrieve updates from the McAfee download site. From there, the files can be
replicated throughout your organization, providing access for all other computers. Ideally, you
should minimize the amount of data transferred across your network by automating the process
of copying the updated files to your share sites.

The main factors to consider for efficient updating are the number of clients and the number
of sites. You might also consider the number of systems at each remote site and how remote
sites access the Internet. However, the basic concepts of using a central repository to retrieve
updates and scheduling update tasks to keep your environment up-to-date apply to any size
organization.

Using an update task allows you to:

¢ Schedule network-wide DAT file rollouts at convenient times and with minimal intervention
from either administrators or network users. You might, for example, stagger your update
tasks, or set a schedule that phases in, or rotates, DAT file updates to different parts of the
network.

e Split duties for rollout administration among different servers or domain controllers, among
different regions of wide-area networks, or across other network divisions. Keeping update
traffic primarily internal can also reduce the potential for network security breaches.

¢ Reduce the waiting time required to download new DAT or upgraded engine files. Traffic
on McAfee computers increases dramatically on regular DAT file publishing dates and
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whenever new product versions are available. Avoiding the competition for network bandwidth
enables you to deploy your new software with minimal interruptions.

Update tasks and how they work

Use the update task to get the most current DAT files, scanning engine, and Service Packs and
Patches.

VirusScan Enterprise includes a default update task. The default task is scheduled to update
every day at 5:00 p.m. with one-hour randomization. You can also create additional update

tasks to meet your updating requirements.
This diagram shows how a typical update task works:

Start update
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Connect to the
} |defined update
site

T Y

Download
‘ catalog.z ’

Try the next site in
the repository list

\

Check the software
versions in the catalog.z
against those on the
computer
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EElEEE < < required? ’

Connect to the
defined update D
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Is the required
file on the
‘ ‘ update site ’
Try the next site in and valid?
the repository list
\V4
AN Download file
Get the next file
Have all the

‘ required files for
updating been
downloaded?

N/

Apply updates to
End update ‘ VirusScan ‘
Enterprise

Update task activities
These activities occur when you run an update task:
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A connection is made to the first enabled repository (update site) in the repository list. If
this repository is not available, the next site is contacted, and so on until a connection is
made, or until the end of the list is reached.

An encrypted CATALOG.Z file downloads from the repository. The file contains the
fundamental data required to update. This data is used to determine which files and/or
updates are available.

The software versions in the file are checked against the versions on the computer. If new
software updates are available, they are downloaded.

Once the update is checked in to the repository, the update is verified to confirm that it is
applicable to VirusScan Enterprise and that the version is newer than the current version.
Once this is verified, VirusScan Enterprise downloads the update when the next update task
runs.

Update task interruption

If the update task is interrupted for any reason during the update:

A task updating from an HTTP, UNC, or local site resumes where it left off the next time the
update task starts.

A task updating from an FTP site does not resume if interrupted during a single file download.
However, if the task is downloading several files and is interrupted, the task resumes before
the file that was being downloaded at the time of the interruption.

Update using EXTRA.DAT

An EXTRA.DAT file can be used as a temporary measure in an emergency. The EXTRA.DAT is
downloaded from the repository on each update. This ensures that if you modify and re-check
in the EXTRA.DAT in as a package, all VirusScan Enterprise clients download and use the same
updated EXTRA.DAT package. For example, you may use the EXTRA.DAT as an improved
detector for the same potentially unwanted program or additional detection for other new
potentially unwanted programs. VirusScan Enterprise supports using only one EXTRA.DAT file.

TIP: When you have finished using the EXTRA.DAT file, you should remove it from the master
repository and run a replication task to ensure it is removed from all distributed repository sites.
This stops VirusScan Enterprise clients from attempting to download the EXTRA.DAT file during
an update. By default, detection for the new potentially unwanted program in the EXTRA.DAT
is ignored once the new detection definition is added to the daily DAT files.

Configuring the AutoUpdate task

To access the AutoUpdate properties:

From the ePolicy Orchestrator console, go to Systems | System tree | Client Task.
Select an existing update task or to create a new task, click New Task , then from the Type
list, select Update (McAfee Agent) and click Next.

From the VirusScan Console, select an existing update task or to create a new task, select
Task | New Update Task.

Configure the options on the tab. For option descriptions, click ? or Help on the tab.

Tab description

Tab Description

Update e Specify the log file location and format.

¢ Configure whether to get newer detection definitions, newer engine and DATs, and
other available updates such as service packs, and product upgrades.
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Tab Description

e Specify which executable to run after the update task has completed and whether
to run it only after a successful update.

Mirror tasks and how they work

The mirror task replicates the update files from the first accessible repository defined in the
repository list, to a mirror site on your network. The most common use of this task is to mirror
the contents of the McAfee download site to a local server.

The VirusScan Enterprise software relies on a directory structure to update itself. When mirroring
a site, it is important to replicate the entire directory structure.

NOTE: This directory structure also supports previous versions of VirusScan and NetShield, as
long as the entire directory structure is replicated in the same locations that VirusScan 4.5.1
used for updating.

After you replicate the McAfee site that contains the update files, computers on your network
can download the files from the mirror site. This approach is practical because it allows you to
update any computer on your network, whether or not it has Internet access; and efficient
because your systems are communicating with a server that is probably closer than a McAfee
Internet site, economizing access and download time.

Configuring the mirror task

To access the Mirror task properties:

¢ From the ePolicy Orchestrator console, go to Systems | System tree | Client Task.
Select an existing mirror task or to create a new task, click New Task , then from the Type
list, select Mirror (McAfee Agent) and click Next.

¢ From the VirusScan Console, select an existing mirror task or to create a new task, select
Task | New Mirror Task.

Configure the options on the tab. For option descriptions, click ? or Help on the tab.

Tab description

Tab Description

Mirror e Specify the log file location and format.

e Specify which executable to run after the mirror task has completed and whether to
run it only after a successful mirror.

How the AutoUpdate repository works

The AutoUpdate repository list (SITELIST.XML) specifies the configuration information necessary
to perform an AutoUpdate task. For example:

¢ Repository information and location.
e Repository order preference.
¢ Proxy settings, where required.
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¢ Encrypted credentials required to access each repository.

When an AutoUpdate task is performed, a connection is made to the first enabled repository
(update site) in the repository list. If this repository is not available, the next repository is
contacted, and so on until a connection is made, or until the end of the list is reached.

Proxy servers are used as part of the Internet security to hide Internet users' computers from
the Internet and improve access speed by caching commonly accessed sites. If your network
uses a proxy server, you can specify which proxy settings to use, the address of the proxy
server, and whether to use authentication. Proxy information is stored in the AutoUpdate
repository list. The proxy settings you configure apply to all repositories in the repository list.

The location of the AutoUpdate repository list depends on your operating system. For example,
for Windows XP:

C:\Documents and Settings\All Users\Application Data\McAfee\Common Framework

Configuring the repository list

The repository list includes the repositories from which you retrieve updates. Create and configure
as many repositories as you need. Some sites can be used all the time while others are used
only occasionally.

To access the AutoUpdate Repository List properties:
e From the VirusScan Console, select Tools | User Interface Options.

NOTE: This feature is not available from the ePolicy Orchestrator console.

Configure the options on the tab. For option descriptions, click Help on the tab.

Tab descriptions

Tab Description

Repositories ¢ Specify the repositories from which you get updates.
¢ Configure the order in which the repositories are accessed.

Proxy settings Specify which proxy settings to use when updating.

How rolling back DAT files works

If you find your current DAT files are corrupted or incompatible, you can roll back the DAT files
to the last backed up version.

When you update DAT files, the old version is stored in this location: <drive>:\Program
Files\Common Files\McAfee\Engine\OldDats. When you roll back the DAT files, the current DAT files
are replaced with the version in the OldDats folder, and a flag is set in the registry at this
location: HKEY_LOCAL_MACHINE\SOFTWARE\McAfee\DesktopProtection\szRolledbackDATS. Once the
roll back occurs, you cannot go back to the previous version again. The next time an update
occurs, the DAT version in the registry is compared with the DAT files in the update repository.
If the new DAT files are the same as those in the registry, no update occurs.

Rolling back DAT files

To roll back the DAT files to the previous version.
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Task
1 From the VirusScan Console, select Tools | Rollback DATSs.
2 Click Yes to proceed with the DAT roll back.

NOTE:
This feature is not available from the ePolicy Orchestrator console.

Configure the options on the tab. For option descriptions, click Help on the tab.
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Scanning Items On-Access

The on-access scanner examines files on your computer as they are accessed to provide
continuous, real-time detection of threats. Both the Access Protection and Buffer Overflow
Protection features also use the on-access scanner to detect access point violations and buffer
overflow exploits respectively.

Contents

» On-access scanning and how it works

» Script scanning and how it works

» Determining the number of scanning policies

» Determining which risk to assign to a process

» How general and process settings are configured
» Configuring general settings

» Configuring process settings

On-access scanning and how it works

The on-access scanner hooks into the system at the lowest levels (File-System Filter Driver),
acts as part of the system (System Service), and delivers notifications via the interface when
detections occur.

This example describes what happens when an attempt is made to open, close, or rename a
file. The scanner intercepts the operation and takes these actions.

1 The scanner determines if the file should be scanned based on this criteria:
e The file's extension matches the configuration.
e The file has not been cached.
e The file has not been excluded.
¢ The file has not been previously scanned.

2 If the file meets the scanning criteria, it is scanned:
o If the file is clean, the result is cached and read, write, or rename operation is granted.
o If the file contains a threat, the operation is denied and the configured action is taken.
e The results are recorded in the activity log if the scanner was configured to do so.

3 If the file does not meet the scanning requirements, it is not scanned. It is cached and the
operation is granted.
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Scanning comparison: writing to disk vs. reading from disk

The on-access scanner treats scans differently depending on whether the user is writing to disk
or reading from disk.

When files are being written to disk, it scans these items:
¢ Incoming files being written to the local hard drive.

¢ Files being created on the local hard drive or a mapped network drive (this includes new
files, modified files, or files being copied or moved from one drive to another).

When files are being read from disk, it scans these items:

¢ Qutgoing files being read from the local hard drive. Select On network drives on the Scan
Items tab to include remote network files.

* Any file being executed on the local hard drive.
* Any file opened on the local hard drive.
* Any file being renamed on the local hard drive, if the file properties have changed.

Scanning comparison: scanning all files vs. scanning default +
additional file types

The on-access scanner treats scans differently depending on whether it is configured to scan
all files or to scan default plus additional file types.

When scanning All files, the scanner scans every file type for all possible threats.

When scanning Default + additional file types, the scanner examines a specific list of files
based on the file types you select.

+ Default file types: the scanner examines the specified file type only for threats that attack
that file type. For example, when scanning an XLS file, the scanner scans XLS files for threats
that attack XLS files, such as macros. The scanner does not scan the XLS files for threats
like PE (portable executable) infectors or even the EICAR test file. If the XLS file is renamed
to that different file type, the scanner scans the renamed file for the threats that affect the
newly named file type.

+ Additional file types: the scanner scans the file type for all possible threats, as it does for
All files.

Script scanning and how it works

The script scanner operates as a proxy component to the real Windows scripting host component.
It intercepts scripts, then scans them before they are executed.

o If the script is clean, it is passed on to the real scripting host component.
o If the script contains a potential threat, the script is not executed.

The script scanner loads into the process that’s running the script, so if that process crashes,
you see ScriptProxy.dll and Mytilus.dll in its memory space. It loads the DAT file and scan engine
too, which significantly increases the memory footprint of that process.
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Determining the number of scanning policies

Follow this process to determine whether to configure more than one on-access scanning policy:

When balancing performance against security:

= Do you need to scan some processes more thoroughly
than is accomplished by the default scanning policy? NO

* Do you need to scan some processes less thoroughly
than is accomplished by the default scanning policy?

Identify processes for each risk +
category.
All Processes
l Configure one scanning policy
for all processes.

R Low-risk Processes
| Processes with a lower possibility
S of spreading or introducing a
K potential threat. v
c !

Process Settings
A | e Contawes || | Processes o
T P i |——»| scanning policy | |s  Scan Items tab
E !’Jossmn@y of spread!ng or e e ot 0 EanelamiEn

introducing a potential threat. cateqol 3
G gory. = Actions tab
-~
0 }
R
I Default Processes
Any process not defined as low-

E | |risk or high-risk.
S

Determining which risk to assign to a process

Once you decide that you need more than one scanning policy, identify your processes and
determine which risk to assign to each one.

Task

1 Determine which processes you are using. Use the Windows Task Manager or Windows
Performance Monitor to help you understand which processes are using the most CPU time
and memory.

2 Determine which program is responsible for each process. Remember that only the child
processes of the defined parent process adhere to the scanning policy. For example, if you
define the Microsoft Word executable file, WINWORD.EXE, as a high-risk process, any
Microsoft Word documents that are accessed would be scanned according to the high-risk
scanning policy. However, when the parent process Microsoft Word is launched, the
WINWORD.EXE file is scanned according to the policy of the process that launched it.

3 Determine which risk applies to each process using these guidelines:

e Low-risk — Processes with less possibility of spreading or introducing a potential threat.
These can be processes that access many files, but in a way that has a lower risk of
spreading potential threats. For example:
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