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Chapter 1

Introduction

The SSH Secure Shell for Workstations Windows client (SSH2 client) is a program that allows secure network
services over an insecure network.

SSH Secure Shell for Workstations Windows Client replaces other, insecure terminal applications, such as
Telnet and FTP. It allows you to securely login to remote host computers, to execute commands safely on
a remote computer, and to provide secure encrypted and authenticated communications between two hosts
in an untrusted network. X11 connections and arbitrary TCP/IP ports can also be forwarded over the secure
channel, expanding SSH Secure Shell’s usability even further.

SSH Secure Shell with its array of unmatched security features is an essential tool for today’s network
environment. It is a powerful guardian against the numerous security hazards that threaten network
communications.

1.1 Network Security Risks

The open architecture of Internet Protocol (IP) makes it a highly efficient, cost-effective, and flexible
communications protocol for local and global communications. It has been widely adopted, not only on
the global Internet, but also on the internal networks of large corporations.

Internet Protocol was designed to be highly reliable against random network errors. However, it was not
designed to be secure against a malicious attacker. In fact, it is vulnerable to a number of well-known attacks.
This is preventing it from being used to its fullest for business and other purposes involving confidential or
mission-critical data.

SSH Secure Shell Windows Client © 2003 SSH Communications Security Corp.



16 Chapter 1. Introduction

1.1.1 Security of Internet Protocol

The IP protocol suite, including TCP/IP, was designed to provide reliable and scalable communications over
real-world networks. It has served this goal well. However, it was designed twenty years ago in a world where
the Internet consisted of a few hundred closely controlled hosts. The situation has changed. The Internet now
connects tens of millions of computers, controlled by millions of individuals and organizations. The core
network itself is administered by thousands of competing operators, and the network spans the whole globe,
connected by fibers, leased lines, dialup modems, and mobile phones.

The phenomenal growth of the Internet has peaked the interest of businesses, military organizations, govern-
ments, and criminals. Suddenly, networks are changing the way business is done. They have changed the
nature of trade and distribution networks, and the way individual people communicate with each other.

This upsurge of business communications, scientific communications and political communications on the
Internet has also brought out negative elements. Criminals are looking for ways of getting a cut of the
emerging business. Industrial espionage has become a reality. Intelligence agencies are showing growing
interest towards networked communications, and they often exchange information with domestic commercial
interest and political groups. Crackers, exchanging information and source code, make attacks that ten years
ago were thought to be only within the reach of superpowers’ intelligence agencies.

Consequently, the IP protocol, while very tolerant of random errors, is vulnerable to malicious attacks. The
most common types of attacks include:

e Eavesdropping on a transmission, for example, looking for passwords, credit card numbers, or business
secrets.

e Hijacking, or taking over a communication in such a way that the attacker can inspect and modify any
data being transmitted between the communicating parties.

e |IP spoofing, or faking network addresses or host names in order to fool access control mechanisms
based on them or to redirect connections to a fake server.

The SSH2 protocol is designed to protect network communications against security hazards like these.

1.2 Different Secure Shell Versions

Several different Secure Shell client and server versions exist. The different versions use different implemen-
tations of the SSH protocol.

SSH Secure Shell for Workstations Windows client uses the Secure Shell protocol version 2 (SSH2), but also
supports connections to Secure Shell version 1 (SSH1) servers. Note, however, that Secure Shell version 2
(SSH2) is a more advanced protocol than the legacy version SSH1. For more information on the implications
of using an SSH1 connection, see the SSH web site http://www.ssh.com/company/newsroom/
article/210/.

© 2003 SSH Communications Security Corp. SSH Secure Shell Windows Client



1.3. SSH2 Protocol Features 17

Note: SSH Communications Security has deprecated the SSH1 protocol and does not recommend using it.

The SSH2 protocol provides a set of radical improvements to SSH1. These improvements include:

A much better understood and more secure protocol.

e A new design which requires much less code to be run with administrative privileges.

o Totally rewritten code that improves security.

o New routines for cryptography and mathematics, resulting in considerable improvements in speed.
e Support for multiple public key algorithms, including RSA, DSA and Diffie-Hellman key exchange.

e Easy to use file transfers using the integrated file transfer agent in SSH Secure Shell for Workstation
Windows client, and the scp2 (secure file copy) and sftp2 (secure file transfer protocol) command line
applications.

1.3 SSH2 Protocol Features

The SSH2 protocol contains the following features:

e Secure terminal sessions utilizing secure encryption.

e Full, secure replacement for FTP and Telnet, as well as the UNIX r-series of commands: rlogin,
rsh, rcp, rexec.

e Multiple high security algorithms and strong authentication methods that prevent such security threats
as identity spoofing and man-in-the-middle attacks.

e Multiple ciphers for encryption, including e.g. 3DES, Blowfish and AES.
e Password, public key, certificate, smart card, PAM and SecurlD authentication methods.

e Transparentand automatic tunneling of X11 connections and arbitrary TCP/IP-based applications, such
as e-mail.

e Automatic and secure authentication of both ends of connection. Both the server and the client are
authenticated to prevent identity spoofing, Trojan horses, etc.

e Unique secure file transfer interface (SFTP) fully integrated in the client software.

e Multiple channels that allow you to have multiple terminal windows and file transfers going through
one secure and authenticated connection.

SSH Secure Shell Windows Client © 2003 SSH Communications Security Corp.



18 Chapter 1. Introduction

1.4 New Features

This version of SSH Secure Shell for Workstation Windows client contains several new features and enhance-
ments.

Some of the most notable new features of SSH Secure Shell version 3.2 are the following:

Address bar
The current remote address is conveniently displayed in the File Transfer window, and can be used to
quickly change the remote directory.

ASCII transfer configuration

Different settings for transferring ASCII files can now be configured.

Favorite folders

Both local and remote views have a list of favorite folders, making routine operations faster.

Full drag and drop support
Files can be copied to and from the local and remote machines and the Windows desktop simply by
dragging and dropping.

Keyboard-Interactive

Authentication using Keyboard-Interactive (Generic Message Exchange) is now supported.

Local view

Also the local files can be displayed in the file transfer window, which makes file synchronization easy.

Multiple simultaneous transfers

Several files can now be transferred at the same time in a single window.

Save layout

The window layout and positions can now be saved separately from connection settings.

SOCKSS partially supported
The most essential SOCKS version 5 operations are now supported. (SOCKS5 authentication or en-
cryption functionality is not supported.)

SSH Accession

An evaluation version of the SSH Accession software is now included in the distribution.

Transfer view
Customized file lists for uploading and downloading can be created with simple drag and drop opera-
tions.

Various bug fixes

This version also contains fixes for various minor bugs found in previous releases.

© 2003 SSH Communications Security Corp. SSH Secure Shell Windows Client
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1.5 System Requirements

The SSH Secure Shell for Workstation Windows client does not have any special hardware or software re-
quirements. Any computer capable of running a current version of the Microsoft Windows operating system
(Windows 95 (OSR2.1), Windows 98 or 98 SE, Windows Me, Windows NT 4 (with Service Pack 5 or 6 in-
stalled), Windows 2000 (with Service Pack 1 or 2 installed), or Windows XP), and equipped with a functional
connection to a remote host computer can be used.

The SSH Secure Shell for Workstations Windows client installation requires about 4 megabytes of disk space.
Note that the Secure Shell client will save each user’s settings in that particular user’s personal directory.

1.6 Installation

The installation is carried out by a standard installation wizard. The wizard will prompt you for information
and will copy the program files and set up the SSH Secure Shell client.

If you want to upgrade a previous installation of SSH Secure Shell for Workstations Windows Client, please
see Section 1.6.2 (Upgrading the Installation).

To install SSH Secure Shell for Workstations Windows Client, follow these steps:

1. Locate the installation file SSHSecureShellClient-x.y.z.exe (where Xx.y.z corresponds to
the version number), either on the installation CD or in the download directory, depending if you pur-
chased SSH Secure Shell on CD or downloaded it. Double-click the installation file, and the installation
wizard will start.

2. Follow the wizard through the installation steps and fill in information as requested.

The default installation directory is Program Files\SSH Communications Security\SSH
Secure Shell located on your system partition (typically the C drive).

The installation will also create a new program group in the Programs menu under the Start menu. The
default name for this program group is SSH Secure Shell.

License Sareerment
[#71 Secure File Transfer Client
Secure Shell Client

Figure 1.1: The SSH Secure Shell program group
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20 Chapter 1. Introduction

1.6.1 Silent Installation

The SSH Secure Shell client can also be installed silently on a workstation. This option is especially useful
for system administrators, as it allows remotely operated automated installations.

Silent (non-interactive) installation means that the installation procedure will not display any user interface
and will not pose any questions to the user. Instead, the installation programs picks up the setup data from a
response file, setup-client. iss, that the system administrator has previously prepared for this purpose.

A default response file is supplied with the installation package. The default options of the silent installation
can be customised by editing the setup-client. issfile.

Silent installation is activated by giving the following command on the Windows command line:

SSHSecureShellIClient-x.y.z.exe -s -a -s -fl<path_to_iss>

where X .y .z corresponds to the version number and path_to_iss points to the setup-client.iss
file.

When the installation is complete, the status of the installation procedure is stored in the setup - 1og file
located in the system TEMP folder. A succesfull installation will leave ResultCode O in the setup.log
file.

The default contents of the setup-client. iss file are the following:

[InstallShield Silent]

Version=v6.00.000

File=Response File

[File Transfer]

OverwrittenReadOnly=NoToAll
[{74E2CDOC-D4A2-11D3-95A6-0000E86CFDES}-DIgOrder]
DIg0={74E2CD0OC-D4A2-11D3-95A6-0000E86CFDE5}-SdWe lcome-0
Count=7
DIgl={74E2CDOC-D4A2-11D3-95A6-0000E86CFDE5}-SdL icense-0
DIg2={74E2CD0OC-D4A2-11D3-95A6-0000E86CFDE5}-SdAskDestPath-0
DIg3={74E2CD0OC-D4A2-11D3-95A6-0000E86CFDE5}-SdSelectFolder-0
DIg4={74E2CD0OC-D4A2-11D3-95A6-0000E86CFDE5}-SdComponentTree-0
DIg5={74E2CD0OC-D4A2-11D3-95A6-0000E86CFDE5}-SdStartCopy-0
DIg6={74E2CDOC-D4A2-11D3-95A6-0000E86CFDE5}-SdFinish-0
[{74E2CDOC-D4A2-11D3-95A6-0000EB6CFDES}-SdWe lcome-0]

Result=1

[{74E2CDOC-D4A2-11D3-95A6-0000E86CFDES}-SdLicense-0]

Result=1
[{74E2CDOC-D4A2-11D3-95A6-0000E86CFDES}-SdAskDestPath-0]
szDir=C:\Program Files\SSH Communications Security\SSH Secure Shell
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Result=1
[{74E2CDOC-D4A2-11D3-95A6-0000EB6CFDES}-SdSelectFolder-0]
szFolder=SSH Secure Shell

Result=1
[{74E2CDOC-D4A2-11D3-95A6-0000E86CFDE5}-SdComponentTree-0]
szDir=C:\Program Files\SSH Communications Security\SSH Secure Shell
Component-type=string

Component-count=4

Component-0=Optional Files\Desktop Icons
Component-1=Optional Files\Documentation
Component-2=Optional Files\Command Line Tools
Component-3=Optional Files\Add Command Line Tools to Path
Result=1
[{74E2CDOC-D4A2-11D3-95A6-0000E86CFDES5}-SdStartCopy-0]
Result=1

[Application]

Name=SSH Secure Shell

Version=3.2

Company=SSH Communications Security

Lang=0009
[{74E2CDOC-D4A2-11D3-95A6-0000E86CFDES}-SdFinish-0]
Result=1

bOpt1=0

bOpt2=0

The following lines can be customized by the system administrator:

szDi r=C: \Program Fi | es\SSH Conmuni cati ons Security\SSH Secure Shel
This line specifies the installation directory on the workstation.

szFol der =SSH Secur e Shel

This line specifies the name of the program group

szDi r=C: \Program Fi | es\SSH Conmuni cati ons Security\SSH Secure Shel

The contents of this line should match the previous szDi r definition.

Conponent - count =4
This line specifies the number of optional components to be installed. This number should match the
number of components specified on the lines below.

Conponent - 0=Opt i onal Fil es\Desktop |cons
This line specifies that SSH Secure Shell icons will be installed on the Windows desktop. See Section
1.7 (Desktop Icons)) for more information.

Conponent - 1=Opt i onal Fil es\Docunentati on

This line specifies that the documentation files will be installed on the workstation.
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Conponent - 2=0Opt i onal Fil es\Command Li ne Tool s

This line specifies that command line tools will be installed. See A (Appendices) for more information.

Conponent - 3=Opti onal Fil es\Add Command Line Tools to Path

This line specifies that the directory where the command line tools are installed will be added to the
Windows path definition - i.e. that the command line tools are easily accessible from any directory.

1.6.2 Upgrading the Installation

A previous installation of SSH Secure Shell for Workstations Windows Client can be upgraded simply by
installing a newer version of the software on top of the older version. There is no need to uninstall the
previous version first. The already defined configuration will be preserved untouched.

1.6.3 Removing the Installation
To remove the SSH Secure Shell for Workstations Windows Client installation, perform the following steps:

1. Open the Control Panel and double-click the Add/Remove Programs option.

2. Select SSH Secure Shell from the list of installed programs and click the Add/Remove button.

Note: The uninstallation procedure removes only the files that were created when installing the software.
Any configuration files have to be removed manually.

1.7 Desktop Icons

When you have installed the SSH Secure Shell for Workstations Windows client, you will have two separate
program icons on the Windows desktop as well as in the Windows Start menu (by default under Start ->
Programs -> SSH Secure Shell).

The SSH Secure Shell Client icon and the SSH Secure File Transfer Client icon both start the same appli-
cation, SSH Secure Shell for Workstations Windows client. The difference between the icons is that they
use different settings files. The Secure Shell Client icon uses a settings file called default.ssh2, and the
Secure File Transfer icon uses a settings file called defaul tsftp.ssh2.

By default the settings files have been configured so that they open the appropriate SSH Secure Shell for
Workstations window, either the terminal window or the SSH Secure File Transfer window. If you want to
change the default configuration, you can save your settings by using the Save Settings option from the File
menu.

You can also save the window position by using the Save Layout option from the File menu. If you open the
SSH Secure File Transfer client by clicking the appropriate icon, then open a terminal window or two, and
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then save the layout, the ’extra’ terminal windows will appear the next time you click the SSH Secure File
Transfer Client icon. If you then close the File Transfer window and save your settings again, the next time
you will see no File Transfer window at all.

Do not be alarmed by this - you can always open a new terminal or File Transfer window by clicking the
appropriate toolbar button or selecting the appropriate menu item. If you then save your settings again, the
new window positions will be used as default values for new connections.

For more information saving the current settings, see section 2.1 (Saving Settings).

1.8 Support

The most current version of the SSH Secure Shell for Workstations Windows client online help is avail-
able on the SSH Web pages: http://www.ssh._com/support/documentation/online/ssh/
winhelp/.

Frequently asked questions specific to the SSH Secure Shell Windows client are answered in the SSH Secure
Shell FAQ: http://www.ssh.com/support/faq/.

If the product documentation and the FAQ do not answer your questions and you have purchased the software,
you can contact SSH Secure Shell Technical Support. Use the online support form available at http://
www . ssh.com/support/ for support requests and http://www.ssh.com/support/contact/
bug-report-shell .mpl for bug reports.

Please see the SSH Web site (http://www.ssh.com/support/) for more information on the terms
and conditions of obtaining technical support for SSH Secure Shell from SSH Communications Security.

1.9 Licensing
SSH Secure Shell versions 3.1.1 and later require a license file (I icense_ssh2.dat) to enable the full
features of the software.

If you have purchased the software from the SSH Online Store (http://www.ssh.com/company/
sales/store/), you can download the license file separately.

If you have purchased the software on CD-ROM, the license file can be found on the supplied CD-ROM
media, in the install directory for the operating system you are using.

Please follow the appropriate instructions below to install the license file to ensure proper operation of the
software.
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1.9.1 Windows Server

SSH Secure Shell for Windows Servers includes the required license file in the installation executable. No
separate license installation is necessary.

1.9.2 Windows Client

SSH Secure Shell for Windows Workstations 3.1.1 and later require a license file to function in commercial
mode (without the license file, the software will function in non-commercial mode, with PKI functionality
disabled).

In commercial distributions, the license file is already included in the installation executable, and no separate
license installation is necessary.

However, in some cases, such as when installing SSH Secure Shell in a corporate environment, the license
file may be available separately and requires that it is imported in the SSH Secure Shell Windows client. For
more information, see Section 7.8.6 (Import License File).
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Chapter 2

Configuration

Before establishing a connection to a remote host computer, you should first check your connection settings.
The connection settings can be changed by using the Profiles option of the profiles toolbar (see section 3.2
(Profiles)), or alternatively by using the Settings option (see section 6.13 (Settings), found on the toolbar and
the Edit menu).

The Profiles dialog can be used to configure the profile settings that are associated with a single remote host
computer. With the Settings dialog you can control also the global settings that affect all connections.

To open the Settings dialog, click the Settings button on the toolbar or select the Settings option from the
Edit menu.

The different settings categories are visible on the left hand side of the Settings dialog as a tree structure.
Branches that have a plus sign (+) next to them can be expanded by clicking on the plus sign. Branches that
have a minus sign (=) next to them can be collapsed by clicking on the minus sign.

Click on a branch to display the settings associated with it. You can change the settings by changing the
selections displayed on the right hand side of the settings window. Note that some of the settings do not
take effect until you save the settings and then open a new terminal or file transfer window, or start a new
connection.

2.1 Saving Settings

When you have made changes to the settings, an asterisk (*) is displayed on the SSH Secure Shell client title
bar, after the name of the current settings file (for example: default*). This indicates that the changed
settings are not yet permanent - they have not been saved yet.

If you want to make the changes permanent, you can save them for later use. Click the Save button on the
toolbar, or select the Save Settings option from the File menu to save any changes you have made to your
current settings. The changes will be saved in the default settings file, defaul t.ssh2.
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The default settings file is loaded automatically when you start the SSH Secure Shell client. Therefore all the
settings that you save in the default settings file take effect immediately when you launch the Secure Shell
client. These settings are also used for connections started with the Quick Connect option (see section 3.1
(Quick Connect)).

The positions of the currently open terminal and File Transfer windows can be saved separately with the Save
Layout option of the File menu. If you arrange your window positions to suit your own taste and save the
layout settings in the default settings file, the windows will be automatically positioned the way you prefer
them when you next run the SSH Secure Shell client.

Note that by default all of the windows will be opened at once. This can be changed on the Appearance page
of the Settings dialog so that the previously positioned windows are opened on demand when you open new
terminal and File Transfer windows - see section 2.4.1 (Appearance).

If you spend a lot of effort specifying your own settings, it is a good idea to create backup copies of the
modified settings files (* . ssh2) and store them in a safe location. This way you will not have to create your
personal settings again, if your settings files are later lost for some reason (such as a hardware failure).

2.1.1 Multiple Settings Files

You can save separate settings files for each remote host computer. This can be done by using the Profiles
option. For more information on using profiles, see section 3.2 (Profiles).

2.2 Loading Settings

It is easy to take into use a profile that has been previously saved. Select the Profiles option (from the Profiles
toolbar or the File menu), and you will see a menu of previously saved profiles. Click on a profile, and a
connection using the profile settings will immediately be started.

Note that this also works when you are already connected to a remote host computer. The profile will start a
new, separate connection.

Another way to load the settings for a particular connection is to double-click the settings file name, for
example in Windows Explorer. When the SSH Secure Shell client is installed, files with the extension .ssh2
are associated with the SSH Secure Shell client. This means that you can start the SSH Secure Shell client
with any settings file loaded by just doubleclicking on that settings file.

If you regularly connect to several remote host computers, you can create shortcuts to the corresponding
settings files for example on the Windows desktop. This way you can quickly open the desired connection
with the relevant settings already defined, just by clicking on an icon on the desktop.
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2.3 Profile Settings

With the Profile Settings page of the Settings dialog you can configure separate connection settings for each
particular remote host computer. To display the profile settings, open the Settings dialog and click on the
Profile Settings text on the left hand side of the dialog.

Profile Settings

=) Connection

Eipher I_‘iSt Uze the Profile Settings to edit the settings for the curent profile, and the
Authertication Frofiles -» Edit Profiles... toolbar option to edit the settings for other profiles.
Calors
Keyboard
Tu-:nelin To save the curment profile settings, choose the File -» Save Settings menu

F— 9 option. Ta zave the windaw layaut for the current profile, choose the File -»
B F!|9 Transfer Save Layout menu option.
; - Remote Favorites
=3 G:Iobal Settings — User settings folder |
El- Appearance The personal data files, including user specific configuration files, public
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MessaQE§ . ents and Settings\Administratorspplication DatavS5H DOpen... |
=1~ Uszer Authentication
- Keys
- Certificates
- 55H Accession — Desktop shortcut
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Figure 2.1: The Profile Settings page of the Settings dialog.

User Settings Folder
The directory path to your personal data files is displayed in the text field next to the Open button.

The default location for the user settings is under the profile folder of the current Windows
user account (for example C:\WINNT\Profiles\username\Application Data\SSH). Note
that this is not an editable field, but the location of these files can be set by defining the
SSHCLIENT_USERPROF I LE environment variable. For more information, see the SSH Secure Shell
FAQ (http://www.ssh.com/support/faqg/).

Your personal files include the settings file (default name default.ssh2), your public and private keys,
host keys and the keyboard mapping file (for example yourmapfi le.sshmap).

Click the Open button to quickly access your personal data files. The folder where the settings files are
saved will open. This is useful if you wish to copy or backup your personal settings.

Note: Your private keys should always be kept secret. This is important to remember if you are sharing
your local computer with other users. In such case, it is not advisable to store your private keys on the
local disk.

Warning: If you are using the Windows roaming profiles functionality, your personal settings will be
replicated with the roaming profile server. If you store your private keys in the default location (under
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the profile folder of your Windows user account) your private keys may be suspected to a malicious user
listening to the network traffic. Therefore the User Settings folder should be changed into a location
that will not be affected by profile roaming.

For more information on user key files, see section 3.6 (Using Public-Key Authentication).

Desktop Shortcut

Click the Create Shortcut button to create a shortcut to the currently defined profile on the Windows
desktop. The shortcut will be have the name of the current profile (typically the remote host computer
that you are connected to). When you later click on the shortcut, SSH Secure Shell will be launched
with the settings that have been saved for the profile.

OK

Click the OK button to start using the specified settings.

Cancel

Click the Cancel button to abort any changes you have made to the settings.

Help

Click the Help button to see the relevant help section.

2.3.1 Connection

The protocol settings used in the connection are configured using the Connection page of the Settings dialog.
Any changed connection settings will take effect the next time you login.

Host Name
Type the name of the remote host computer which you will connect to using this profile. If you specify
* (an asterisk) as the host name, you will be prompted to type in the host name when connecting.
User Name
Type the user name you want to use when connecting to the remote host computer. If you specify *
(an asterisk) as the user name, you will be prompted to type in the user name when connecting.
Port Number
Type the port number you want to use for the SSH2 connection. The default port is 22.

Note: that an sshd2 daemon program must be listening on the specified port on the remote host
computer or the connection attempt will not succeed. If you are unsure of which port the remote host
computer is listening to, contact the system administrator of the remote host.

Encryption Algorithm

Select the desired encryption algorithm from the dropdown menu. Valid choices are 3DES,
BlowFish, Twofish, AES, Arcfour, and CAST. Also DES is supported for compatibility reasons,
however it is no longer considered cryptographically secure. You can also select whatever default
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Figure 2.2: The Connection page of the Settings dialog.

that is used by the remote host computer, use no enryption (none) at all, or create your own cipher
1ist. For more information on the Cipher List option, see section 2.3.2 (Cipher List).

For the AES and Twofish algorithms you can also choose the strength of encryption, ie. how many bits
will be used. Greater values are more secure, but slower to use. Possible values are 128, 192 or 256
bits.

Note: If you select none as the encryption algorithm, the communications for this profile will not be
encrypted and all information will be sent as plaintext. The none encryption method is not secure and
its use is not recommended. Use it only for testing purposes! If you select this option, a warning dialog
will be displayed.

MAC Algorithm

Select the desired Message Authentication Code (MAC) algorithm (hash algorithm) from the dropdown
menu. Valid choices are HMAC-MD5 and HMAC-SHAL. You can also select whatever defaul t that
is used by the remote host computer, or select to use no message authentication code at all (none). If
you select not to use any MAC algorithm, a confirmation dialog will be displayed.

Compression

Select the desired compression setting from the dropdown menu. Valid choices are z1ib and none.
Compression is disabled by default.

Terminal Answerback

Select the desired terminal answerback from the dropdown menu. Possible choices are ansi, vt100,
vt102, vt220, vt320 and xterm.
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Connect through Firewall
Select the checkbox if you are connecting through a firewall. For more information on the firewall
settings, see section 2.4.21 (Firewall).

Request Tunnels Only (Disable Terminal)

Select the Request Tunnels Only checkbox if you wish to only set up the specified tunnels and not
request a terminal or file transfer session.

2.3.2 Cipher List

With the Cipher List page of the Settings dialog you can control which ciphers can be used for the con-
nection. This selection defines what encryption methods will be available when using the Cipher List
encryption algorithm setting.

x|
= Profile Settings = cipher List
=R Caonnection
; Cipher List: Configure a custom cipher list. Select ciphers and specify their prefered
- Authentication aorder,
E:LDIJ[Zard To activate the list, select <Cipher List> as the Encryption Algarithm an the
Connection page.
i Tunneling
i [ File Transfer . :
. Riemote Favorites el L
- Global Settings AES123
- Appearance AES192
- Font AES256
- Colors 3DES
- Messages Blowfish
[=)- Uzer Authentication CasT
- Keys Twcfish 128
- Certificates ) [ Twefish192
- 55H Accession Twofish2S6
B PEKES ﬂ‘l.‘l : [ arcfour
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- Host Keyz f
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File: Transfer
i Advanced LI
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Figure 2.3: Select your preferred encryption algorithms with the Cipher List page.

The following algorithms can be selected:

AES128
AES192
AES256

3DES
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Blowfish
CAST
Twofish128
Twofish192
Twofish256
Arcfour

DES

DES is a legacy cipher that is not considered to be cryptographically secure. DES is only included for
compatibility with some older protocol versions. It is strongly recommended that DES is not used.

You can change the ciphers’ order of preference with the Up and Down buttons.

Up
You can give a cipher a higher priority by clicking it with the mouse, and then clicking the Up button.
The marked algorithms that are located on the top of the list are preferred.
SSH Secure Shell will try to use the first marked algorithm in the connection. If that algorithm is not
supported by the remote host computer, the client software will try the next marked algorithm on the
list, and so on.

Down

To give a cipher a lower priority rating, select it with the mouse, and then click the Down button.

Select the checkbox next to each algorithm to include or exclude it in the list of available algorithms. An
algorithm marked with a check mark is available for use.

To use your personal list of preferred encryption algorithms, select Cipher List as the encryption algo-
rithm on the Connection page of the Settings dialog. For more information, see section 2.3.1 (Connection).

2.3.3 Authentication

With the Authentication page of the Settings dialog, you can define customized authentication methods. Two
lists are displayed on the page, the upper list for general authentication, and the lower list for authentication
methods user for public-key authentication.

The icons displayed above the list can be used to add a new authentication method, delete an existing authen-
tication method and move the authentication methods upwards or downwards in the preference list. Authen-
tication methods higher up in the list will be attempted first. Usually authentication methods that require user
interaction should be attempted last.
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Figure 2.4: Defining the authentication settings

Authentication Methods

Possible methods for general authentication are the following:

Public Key

Use public-key authentication.
Password

Use password for authentication.

Keyboard-Interactive

Keyboard-Interactive is designed to allow the Secure Shell client to support several different types of
authentication methods. For more information on Keyboard-Interactive, see Section 8.4 (Keyboard-
Interactive Authentication).

SecurlD

Using SecurlD authentication requires that you have a SecurlD device that generates the numeric codes
that are needed to login.

PAM

Use Pluggable Authentication Modules (PAM) for authentication. PAM is an authentication method
that has gained wide popularity especially on UNIX platforms.
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The default authentication methods are public-key authentication, Keyboard-Interactive and password au-
thentication.

Public-Key Authentication Methods

Possible methods for public-key authentication are the following:

SSH Accession Certificates

Use SSH Accession certificates for authentication. SSH Accession is a separate software product by
SSH Communications Security that offers an easy method for accessing authentication credentials on
smart cards and other hardware tokens. It can be also used as an authentication agent. For more
information, see http://www.ssh.com/products/accession/.

SSH Accession Keys

Use SSH Accession keys for authentication. SSH Accession is a separate software product by SSH
Communications Security that offers an easy method for accessing authentication credentials on smart
cards and other hardware tokens. It can be also used as an authentication agent. For more information,
see http://www.ssh.com/products/accession/.

PKCS #11 Certificates
Authenticate by using PKCS #11 certificates (certificates stored for example on a smart card or a USB
token). For more information on using PKCS #11 certificates, see section 2.4.10 (PKCS 11).

PKCS #11 Keys
Authenticate by using PKCS #11 keys (keys stored for example on a smart card or a USB token). For
more information on using PKCS #11 keys, see section 2.4.10 (PKCS 11).

User Certificates
Use user certificates for authentication. For more information on using certificates, see section 2.4.7
(Certificates).

User Keys

Use user keys for authentication. For more information on using user keys, see section 2.4.6 (User
Keys).

Note: The automatically handled authentication methods should always be listed first, i.e. public-key authen-
tication should preceed password authentication. This way the automatically handled method will be used
whenever possible.

Authentication Agent Forwarding

Authentication agent is a program to automatize the use of authentication private keys. SSH Accession can
provide agent functionality for SSH Secure Shell Windows client.
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When you use the agent, it will be automatically used for public-key authentication. This way, you only have
to type the passphrase of your private key once to the agent. Furthermore, authentication data does not have
to be stored on any other machine than the local machine, and authentication passphrases or private keys
never go over the network.

Agent forwarding can be enabled or disabled based on the Secure Shell protocol used. Select the checkbox
for any of the options you want to use:

Enable SSH2 connections
Select this checkbox to allow authentication agent forwarding to be used for connections using the SSH
protocol version 2.

Enable SSH1 agent forwarding for SSH2 connections
Select this checkbox to allow authentication agent forwarding with the SSH protocol version 1 to be
used for connections that use the SSH protocol version 2.

Enable for SSH1 connections

Select this checkbox to allow authentication agent forwarding to be used for connections using the SSH
protocol version 1.

2.3.4 Colors

The colors used in the terminal window can be selected using the Colors page of the Settings dialog. The
new color settings are active immediately when you click the OK button.

You can select from the following 16 colors: black, maroon, green, olive, navy, purple, teal, silver, gray, red,
lime, yellow, blue, fuchsia, aqua and white.

Note that changing the terminal colors does not affect what is already visible on the terminal window, but the
text output from this point onwards will use the set color scheme.

To discard your changes, click the Cancel button.

Use Global Colors

Select the Use Global Colors checkbox if you want to use the same color settings for each connection.
If the checkbox is selected, you cannot specify different color settings for each connection profile (the
other color settings are grayed out).

The Use Global Colors checkbox is visible only on the Colors page that is located under Profile
Settings in the Settings dialog.

Text Colors

The text colors affect the terminal window background color and the color of text in both a connected window
and a disconnected window.
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Figure 2.5: The Colors page of the Settings dialog.

Foreground
Select the desired foreground color from the dropdown menu. Foreground color is used for text in a
window that has a connection to a remote host computer. Sixteen colors are available for your selection.
Black is the default foreground color.

Background
Select the desired background color from the dropdown menu. Sixteen colors are available for your
selection. White is the default background color.

Selection
Use the dropdown menu to select the color that will be used as the background color when selecting
text with the mouse. Sixteen colors are available for your selection. Aqua is the default selection color.

Disconnected

Use the dropdown menu to select the color that will be used as the foreground color in a terminal win-
dow that has no connection to a remote host computer. Sixteen colors are available for your selection.
Gray is the default foreground color for a disconnected terminal window.

Cursor Color

Select the desired cursor color from the dropdown menu. Sixteen colors are available for your selection.
Navy is the default cursor color.
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ANSI Colors

With ANSI control codes it is possible to change the color of text in a terminal window. With the ANSI
Colors setting you can select if you want to allow this feature or not. Even if you disable ANSI colors, you
can still select your favorite text and background colors to be used in the terminal window.

Enable ANSI Colors

Select the Enable ANSI Colors checkbox to allow ANSI colors to be used in the terminal window. By
default, ANSI colors are on.

Reverse Colors

By reversing the display colors you can quickly change the display from positive (dark on light) to negative
(light on dark) to improve visibility.

Reverse Video

Select the Reverse Video checkbox to change the foreground color into background color and vice
versa. This setting affects the whole terminal window as soon as you click the OK button.

2.3.5 Keyboard

The keyboard settings used for the connection are configured using the Keyboard page of the Settings dialog.
Keyboard mappings take effect when you start a new connection or reset the terminal.

User Defined Keymap File

With the User Defined Keymap File option you can create additional keyboard shortcuts or modify
the existing ones. The additional key mappings are saved into a separate file with the .sshmap file
extension. The current keymap file is displayed on the text field.

You can modify the current key mappings by clicking the Edit button. The Keymap Editor dialog will
appear. For more information on using the Keymap Editor, see section 2.3.6 (Keymap Editor).

If you have an alternative keymap settings file already defined, you can load it by typing the path and
file name in the text field, or by clicking on the button on the righthand side of the text field. Clicking
the button will open an Open dialog that allows you to locate an alternative keymap file.

Backspace sends Delete
Select the Backspace sends Delete checkbox if you want to map the Backspace key to the Delete
operation.

Delete Sends Backspace

Select the Delete Sends Backspace checkbox if you want to map the Delete key to the Backspace
operation.
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Figure 2.6: The Keyboard page of the Settings dialog.

Enter sends CR + LF

Select the Enter sends CR + LF checkbox if you want to map the Enter key to send the carriage return
(CR) and line feed (LF) characters. Otherwise only the line feed character will be sent.

Lock Function Keys

Select the Lock Function Keys checkbox if you want to lock the function keys.

Line Wrap

Select the Line Wrap checkbox if you want the text lines to wrap on the terminal window’s edge. By
default, line wrapping is on.

Use Alt as meta key (send Escape)

Select the Use Alt as meta key (send Escape) checkbox if you want the At key to function as the
meta key in the same way as the Escape key. If this option is selected, you can for example press the
Alt+X key combination to simulate the Escape followed by X.

Keypad Mode
Select how you want the numeric keypad on the right hand side of the regular keyboard to function.
Numeric Keypad: The keypad is used to type numbers.

Application Keypad: The keypad is used for application control (with the keypad keys functioning as
cursor keys, Home, End, Page Up, Page Down, Insert and Delete).
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2.3.6 Keymap Editor

The Keymap Editor dialog displays any modifications made to the current keymap. Using the editor you
can define additional key mappings, open saved keymap files and create new keymap files.

Keymap Editor : Keymap additions.sshmap
[ Mew = Open.. E Save ﬂ Save Ag.
Key | Functian |
Chl+R redraw(]
Cadd | Edi. | Bemove | Esit

Figure 2.7: Customizing the keymap

The icons on the top of the Keymap Editor dialog allow you to start a new keymap file from scratch, to open
an already defined keymap file, or to save the current keymap modification into a keymap file:

New
Click the New button to start creating a new keymap file. This will clear all the current keymap
modifications.

Open
Click the Open button to load an already defined keymap file for further modification. The Open dialog
will appear, allowing you to locate the desired keymap file.

Save

Click the Save button to save the current keymap modifications to the currently open keymap file. If no
keymap file has been loaded, the Save As dialog will open, allowing you to specify the file name for a
new keymap file.

Save As

Click the Save As button to save the current keymap modifications into a different keymap file. The
Save As dialog will open, allowing you to specify the file name for a new keymap file.

The large area in the center of the Keymap Editor dialog displays the defined keymap modifications. The Key
column on the left displays the key combination whose function has been modified and the Function column
displays the effect that pressing this particular key combination will cause.

The buttons on the bottom of the Keymap Editor dialog allow you to modify the keymap settings of the
current keymap file:
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Figure 2.8: Modifying a keymap

Add

Click the Add button to add a new keymap modification. A small Keymap Editor dialog appears.
Place the cursor on the Shortcut Key line and press a key combination on the keyboard to select which
key binding you want to modify. The select the desired function for that keypress from the Function
drop-down menu.

Edit
Select an already defined keymap and click the Edit button to modify the selected keymap.

Remove

Select an already defined keymap and click the Remove button to delete the selected modification.

Exit

Click the Exit button to close the Keymap Editor dialog. If you have not saved all your keymap
modifications, a Confirm dialog will open, asking if you want to save the changes you have made or
cancel the exit operation.

2.3.7 Tunneling

Tunneling, or port forwarding, is a way to forward otherwise insecure TCP traffic through encrypted SSH
Secure Shell tunnel. You can secure for example POP3, SMTP and HTTP connections that would otherwise
be insecure.

Note: The client-server applications using the tunnel will carry out their own authentication procedures (if
any) the same way they would without the encrypted tunnel.

For a more thorough explanation of tunneling, see Section 3.7 (Tunneling Explained). For practical tunneling
examples, see sections 3.7.3 (Tunneling Example - Email) and 3.7.4 (Tunneling Example - FTP).

Tunneling settings are configured using the Tunneling page of the Settings dialog. Any changed tunneling
settings will take effect the next time you login.

The outgoing and incoming tunnel settings are configured using the Outgoing and Incoming tabs of the
Tunneling page.
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Figure 2.9:

Outgoing

The Tunneling page of the Settings dialog.

Outgoing tunnels protect TCP connections that your local computer forwards from a specified local port to
the specified port on the remote host computer you are connected to.

Add Hew Outgoing Tunnel |
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Type:
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Dreztination Port;
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Figure 2.10: Tunneling an IMAP connection for secure email.

It is also possible to forward the connection beyond the remote host computer, however the connection is
encrypted only between the client (local computer) and the Secure Shell server. See 2.11 (Forwarding to a

third host).

Click the Outgoing tab to edit outgoing tunnel definitions.
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Figure 2.11: Forwarding to a third host.
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The following fields are used to define an outgoing tunnel. These values can be edited by clicking the Add or
Edit buttons on the Outgoing page of the Settings dialog.

Name
The name of the tunnel definition. You can use this field to type in a descriptive name that will help
you to recognize this tunnel definition later on.

Listen Port
This is the number of the local port that the tunnel ’listens to’, or captures.
Note: The protocol or application that you wish to create the tunnel for may have a fixed port number
(for example, 143 for IMAP) that it needs to use to successfully connect. Some other protocol or
applications may require an offset (e.g. 5900 for VNC) that you will have to take into an account.

Destination Host
This field defines the destination host for the port forwarding. The default value is localhost.
Note: The value of localhost is resolved after the Secure Shell connection has been established -
so here localhost refers to the remote host computer you have connected to.

Destination Port
The destination port defines what port will be used for the forwarded connection on the destination
host.

Allow Local Connections Only

Leave a check mark in this box if you allow only local connections to be made. This means that
other computers will not be able to use the tunnel created by you. By default, only local connections
are allowed. This is the right choice for most situations. You should carefully consider the security
implications if you decide to also allow outside connections.

Type
Select the type of the tunnel from the dropdown list. Valid choices are TCP and FTP.

Incoming

Incoming tunnels protect TCP connections that the remote host forwards from a specified remote port to the
specified port on your local computer. Click the Incoming tab to edit incoming tunnel definitions.
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Figure 2.12: Redirecting the HTTP connection to a remote host port 8080 to your local computer’s port 80.

The following fields are used to define an incoming tunnel. These values can be edited by clicking the Add
or Edit buttons.

Name
The name of the tunnel definition. You can use this field to type in a descriptive name that will help
you to recognize this tunnel definition later on.
Listen Port
The port that the tunnel ’listens to’, or captures from the remote host computer.
Note: Privileged ports (above 1023) can be forwarded only when logging in with root privileges on the
remote host computer.
Destination Host
This field defines the destination host for the port forwarding. The default value is localhost.
Note: Here localhost refers to your local computer. Also note that if the connection from the
remote host computer is forwarded beyond your local computer, that connection will be insecure.
Destination Port
The destination port defines what port will be used for the forwarded connection on the destination
host.
Type
Select the type of the tunnel from the dropdown list. Valid choices are TCP and FTP.

Configuring Tunnels

The following buttons are available for configuring outgoing and incoming tunnels.

Add

© 2003 SSH Communications Security Corp. SSH Secure Shell Windows Client



2.3. Profile Settings 43

Edit

Click the Add button to add a tunnel definition. An Add New Tunnel dialog appears, allowing you to
define the name, type, listen port, destination host, and destination port for the port forwarding. With
outgoing tunnels you can also define if you allow local connections only.

Note: If you are tunneling an FTP connection, you must set the tunnel type as FTP.

If the SSH server and the FTP server are located on separate host computers, FTP tunneling works
only if FTP is set to run in passive mode. If the SSH server and the FTP server are located on the same
computer, tunneling works regardless of whether FTP is running in passive or active mode.

Select a tunnel definition from the displayed list and click the Edit button to edit a previously defined
tunnel. An Edit Tunnel dialog appears, allowing you to edit the name, listen port, destination host, and
destination port of the outgoing tunnel. With outgoing tunnels you can also define if you allow local
connections only.

Remove

Select a tunnel definition from the displayed list and click the Remove button to remove a previously
defined tunnel. Note that the selected tunnel will be removed immediately, with no confirmation dialog
being displayed.

X11 Tunneling

The Secure Shell 2 client can securely tunnel (forward) X11 graphic connections from the remote host com-
puter to an X- Windows server running on the local computer.

Note: You must also be running an X emulator such as Exceed or Reflection X in passive mode on the
Windows computer for X11 tunneling to work.

To tunnel (forward) X11 traffic, perform the following tasks:

Install an X server (X emulation) program on Windows (eXceed, Reflection X, or the like).
Start the SSH Secure Shell for Workstations Windows client.

Select the Edit -> Settings... -> Tunneling option and make sure that the Tunnel X11 connections
checkbox is selected.

Save your settings for SSH Secure Shell for Workstations Windows client.
Quit the Windows client, start it again and log into the remote host.
Start the X server (X emulation) program.

Run xterm or xclock from SSH Secure Shell, and it should work.

SSH Secure Shell Windows Client © 2003 SSH Communications Security Corp.



44 Chapter 2. Configuration

2.3.8 File Transfer

The profile-specific file transfer settings can be configured using the File Transfer page located on the Pro-
file Settings branch of the Settings dialog. The new settings will affect subsequently started File Transfer
windows.

The profile-specific file transfer settings affect how ASCII (plain text) files are handled. On Windows systems,
a line break is specified by using two special characters, Carriage Return and Linefeed (CRLF, with ASCII
values of 13 and 10). Unix systems use only Linefeed (LF, or the ASCII value 10) for this purpose.

When the correct ASCII transfer settings are specified, SSH Secure Shell will perform the required line break
conversion automatically.

Note: If you are connecting to an SSH Secure Shell version 3.2 server (or newer), the host type does not need
to be configured. If the server version is older or produced by some other vendor, the host type may need to
be specified.
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B Cannection

3

Eipher I_‘iSt Configure the remote host type for ASCI file ransfers. The type specifies
- Authentication the newline convention used for ASCH [text] files.
- Colors
- Keyboard Wwith 55H Secure Shell server version 3.2 and abave, there iz na need to
T X configure the host type.
i i Tunneling
E‘W I the server is older than 3.2, or published by another wendor, it may be
H i Remote Favorites neceszary to specify the: host type.

E| Global Settings

[ Appearance

—ASCI transfer with old server
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- Colors If the server version string specifies "windows", azsume that the
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Figure 2.13: The profile-specific File Transfer page of the Settings dialog.

ASCII transfer with old servers

Detect Windows server from the version string

Select this checkbox to automatically detect Windows servers and use the correct setting for them. For
this feature to work correctly, the Windows server has to specify “windows” in its version string.

Unix
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Select the Unix checkbox to use Unix compatible line breaks (LF).

Windows

Select the Windows checkbox to use Windows compatible line breaks (CRLF).

Ask before ASCII transfer

If you select this checkbox, the SSH Secure Shell client will ask you to specify the server type before
each ASCII file transfer.

2.3.9 Favorites

On the Favorites page of the Settings dialog you can create a list of commonly used directories. These
favorites can then be easily selected from a drop-down menu in the File Transfer window.

Connection

&= Frofile Settings IS Remote Favorites

Cipher List Configure the list of favorite folders and their order.
Authentication

Calors
Keyboard Favorite folders: EE O I
Tunneling
. - File Transfer
B8 Femote Fay
E| Global Settings

B- Appearance
- Fort
- Colors
- Messages
=1~ Uszer Authentication
- Keys
- Certificates
- 55H Accession
[=- PKCS #11
- Corfiguration Specify the horme folder in which sessions will start. Leave
El- Server Authentication this field empty to use the hame falder that has been
- Host Keys po configured on the server.
- CA Certificates
- LDAP Servers
File: Transfer
- Advanced LI

E ok | Cancel | Help |

Figure 2.14: Creating a list of most commonly used directories.

Jhomejusername
Ipub/download

Home folder:

Favorite Folders

This list contains the favorite folders you have defined for the current connection profile. You can add, remove
and sort the favorites by using the icons displayed above the list:

New

Click the New button to add a new favorite, and then type the path to the desired folder.
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If you are defining a remote favorite that is located on a SSH Secure Shell for Windows Server, the
folder on the Windows server must be specified as follows:

/drive:/folder/subfolder/

A valid favorite folder definition would be for example /C:/WINNT/Profiles/username/.

Delete
Select an already defined favorite from the list and then click the Delete button to remove it from the
list.

Up
Select an already defined favorite from the list and then click the Up button to move it higher in the
list.

Down
Select an already defined favorite from the list and then click the Down button to move it lower in the
list.

Home Folder

In the Home Folder field you can type the directory where any new connections associated with this profile
will start. If you leave the field empty, new connections will use the remote home folder that has been
specified for your user account on the remote host computer.

2.4 Global Settings

Global configuration settings are configured using the Global Settings page of the Settings dialog. Global
settings are common for all connections to remote host computers.

Global settings are saved at the same time as profile settings. Global settings are always saved in the user
profile directory with the filename global . dat.

2.4.1 Appearance

The appearance of the application and the terminal window is configured using the Appearance page of the
Settings dialog.

Office XP Look

Select the Office XP Look check box to change the way the menu bar and tool bar are displayed to
match the visual style of Microsoft Office XP.
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Figure 2.15: The Global Settings page of the Settings dialog.
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Figure 2.16: The Appearance page of the Settings dialog.

Show the Add Profile Dialog when connected using Quick Connect

Select the Show the Add Profile Dialog when connected using Quick Connect check box to briefly

SSH Secure Shell Windows Client
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display the Add Profile dialog when connecting to a remote host computer using Quick Connect. This
allows you to create a profile for the host simply by typing in the profile name.

Terminal Settings

With the Terminal Settings options you can define how the terminal window works.

Paste on Right Mouse Click
Select the Paste Selection on Right Mouse Click check box to enable fast copying of text on the
terminal display. When you have this option selected, you can copy text simply by highlighting it and
then paste it by clicking the right mouse button.

Scroll Bottom on Output

Select the Scroll Bottom on Output checkbox to have the terminal window scroll to the bottom when-
ever new text is output. If this option is not selected, you can view the terminal window without the
windows scrolling to the bottom every time a new line of text is displayed. By default, this option is
on.

Scrollback Buffer Size

Type in the Terminal Scrollback Size field the number of lines that you want to collect in the scrollback
buffer. The larger the value, the more you can scroll back the terminal display to view previous terminal
output. The default value is 500 lines.

Window Caption

The Window Caption settings affect what is displayed in the title bar of the SSH Secure Shell for Worksta-
tions Windows client terminal window and the File Transfer window.

Display Profile Name
Select the Display Profile Name check box to have the name of the current profile to be displayed on
the title bar.

Display Host Name

Select the Display Host Name check box to have the host name of the currently connected remote host
computer to be displayed on the title bar.

Window Layout

If you have created a connection profile with several windows open at the same time and saved the layout,
all of the windows associated with the profile are normally opened when you select the profile. With the
Window Layout option you can override this behavior.
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Open all windows of the profile

Select the Open all windows in the profile check box to open all the windows associated with a profile
when the profile is selected. If this option is not selected, the other windows open in their configured
positions when you open new windows. By default, this option is on.

2.4.2 Font

The font used in the terminal window can be selected using the Font page of the Settings dialog. The new
font setting affects the terminal window immediately when you click the OK button. To discard the changes,
click the Cancel button.
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|»

Cipher l_-iSt Select the fant ta be used in the terminal windaw. The fant list contains
Authentication non-proportional fants currently installed on the local computer.
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Figure 2.17: The Font page of the Settings dialog.

Courier

Font Name

Select the desired font from the Font Name list. The list displays the non-proportional (fixed-width)
fonts installed in your local computer. Note that proportional fonts are not suitable for the terminal
window and therefore are not available for selection.

Font Size

Select the desired font size from the Font Size list. Note that the font size affects the size of the terminal
window: the smaller font you select, the smaller the terminal window will be, and vice versa. However,
after this operation the size of the terminal window can be modified to suit your tastes.
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2.4.3 Colors

The color settings can be defined either globally or per profile. When the colors are defined under the Global
Settings display, the Use Global Colors option is not available, but the color settings will affect all connection
profiles.

For more information, see section 2.3.4 (Colors).

2.4.4 Messages

On the Messages page of the Settings dialog you can configure default replies to standard messages that
normally ask for user confirmation.

The messages are listed under several categories. Categories that have a plus sign (+) next to them can be
expanded by clicking on the plus sign. Expanded categories have a minus sign (-) next to them and can be
closed by clicking on the minus sign.

Settings | %]
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- Connection
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- Keyboard E Keymap =
Tunneling Save Changes? Ask j
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- S5H Accession E Log Session
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Figure 2.18: Specifying which confirmation dialogs are displayed

Each confirmation can be set to automatically accept (Yes) or reject (No) the action, or to ask the user for
confirmation (Ask). By default all messages ask the user to confirm the action.
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2.45 User Authentication

There are several different methods that can be used to authenticate the user when connecting to a remote host
computer. In most situations, the most convenient user authentication methods are public-key authentication,
certificate authentication or authentication with hardware tokens (smart cards).
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Figure 2.19: The User Authentication page of the Settings dialog.

To use public-key authentication, you must upload your public key to your home directory on the remote
host computer. You also have to modify your authorization file to allow connection with the new key.
For more information, see Section 3.5.2 (Manually Editing the Authorization File). By default, all available
public keys and certificates are offered to the remote host computer during public-key authentication.

Certificate authentication is more secure than the traditional public-key authentication, as the system verifies
that the user certificate has been issued by a trusted Certificate Authority (CA) and that the certificate has not
been revoked. Certificate authentication is also more convenient, as no local database of user public keys is
required on the remote host computer.

Probably the most convenient method is to use a hardware token (smart card) that must be inserted into a card
reader device to authenticate the user.

Note: Certificate authentication and PKCS #11 hardware tokens are supported only in the commercial ver-
sions of SSH Secure Shell.
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Token Insertion and Removal

The following options specify how hardware tokens are used for user authentication:

Disconnect automatically when token is removed
Select this checkbox to immediately terminate the connection if your token is removed from the card
reader device. This ensures that a connection will be active only when a token is present.

Connect automatically when token is reinserted

Select this checkbox to automatically reconnect when your token is again inserted in the card reader
device. This checkbox is active only if the Disconnect automatically when token is removed check box
is selected.

Seconds to wait before disconnecting

In the text field you can specify how many seconds the connection will remain open if your token
is removed from the card reader device. The default value is zero. This field is active only if the
Disconnect automatically when token is removed check box is selected.

246 Keys

Key pairs used for user public-key authentication can be managed using the User Keys page of the Settings
dialog.

Before you can use public-key authentication, you must generate a key pair for yourself. Then you must
upload your public key to your home directory on the remote host computer. You also have to modify your
authorization file to allow connection with the new key. For more information, see Section 3.3 (Key
Generation).

Note: Your private keys should always be kept secret. This is important to remember if you are sharing your
local computer with other users. In such case, it is not advisable to store your private keys in the local disk, or
adirectory that will be replicated over a network (as when using the Windows roaming profiles functionality).

For more information on user key files, see section 3.6 (Using Public-Key Authentication).

Private key file list

The private key file list (located above the buttons on the User Keys page) shows the files used to store your
private keys. The public keys are not displayed, as they have the same file names as the private keys, but with
-pub as the file extension.

Private Key File Name

The Private Key File Name column displays the file names of your private keys.
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Figure 2.20: The Keys page of the Settings dialog.

Comment

The Comment column displays the comments (if any) associated with your private keys.

Buttons:

Below the private key list there are several buttons that can be used to administer your key files:

Generate New Keypair

Click the Generate New Keypair button to create a new public and private user key pair. This will
bring up the Key Generation Wizard. For more information on this procedure, see section 3.3.1 (Key
Generation Wizard).)

Delete Keypair

Select a key file from the private key file list and click the Delete button to delete the key file from your
local computer.

Export Keypair

Select a key file from the private key file list and click the Export Keypair button to export the key
pair. A Select Folder dialog will open, allowing you to specify the target location.

Import Keypair

Click the Import Keypair button to import a keypair. The Import Keypair - Select Files dialog will
open, allowing you to locate the keypair to be imported.
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View Public Key
Select a previously generated private key file from the private key file list and click the View Public
Key button to display the corresponding public key. The public key file will be displayed in Notepad.
Change Passphrase
Select a previously generated private key file from the private key file list and click the Change
Passphrase button to change the passphrase for the key.
Upload Public Key

Clicking the Upload Public Key button while connected to a remote server will automatically upload
the selected public key. For more information on this procedure, see section 3.5 (Uploading Your
Public Key).

Configure Command Line Client ssh2.exe Keys

Click the button to write the identi Ficationfile that is used by the command line tool ssh2 . exe
to specify which keys can be used for authentication. All the keys listed in the private key list will be
included in the identification file. If you want to disable some keys, you can then manually
delete them from the identicationfile.

The identification file will be placed in the user settings folder. The actual directory is displayed on the
Profile Settings page of the Settings dialog - see 2.3 (Profile Settings).

If a previous version of the identification file already exists, it will be overwritten. A confirmation
dialog will be displayed asking you to verify that you want to do this.

For more information on the ssh2 . exe command line version of the SSH Secure Shell client, see the
Appendix A.1 (SSH2).

2.4.7 Certificates

Public Key Infrastructure (PKI) is a system where digital certificates are used to increase the reliability and
scalability of authentication. Using certificate authentication requires that certificates are first created with
certification authority (CA) software. For more information on certificates, see section 8.2 (Public-Key In-
frastructure (PKI)).

Please note that PKI and PKCS #11 support is only available in commercial distributions of the SSH Secure
Shell for Workstations client.

The Certificates page (available only in commercial distributions) of the Settings dialog can be used to
control certificates created by a certification authority (CA) software.

Certificate list

The available certificates are shown in the certificate list, located on the top of the Certificates page. The
following fields are displayed on the certificate list:
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Figure 2.21: The Certificates page.

Issued To

The Issued To field shows the entity to whom the certificate has been issued.

Issued By

The Issued By field shows the entity who has issued the certificate.

Expiration Date

The Expiration Date field shows when the certificate will expire.

Buttons:

The following buttons can be used to control the certificates:

Import
Click the Import button to import a certificate created with certification authority (CA) software. A
file selection dialog will open, allowing you to browse your directories for the saved certificate file.
Enroll

Click the Enroll button to start the Certificate Enrollment wizard, which is used to request a certifica-
tion authority (CA) to issue a certificate. SSH Secure Shell supports the CMPv2 enrollment protocol.

For more information on the process, see section 2.4.8 (Certificate Enrollment Wizard).
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Delete

Click the Delete button to remove a selected certificate.
View
Click the View button to display the contents of a selected certificate.

Change Passphrase

Click the Change Passphrase button to type a new passphrase associated with the selected certificate.

2.4.8 Certificate Enrollment Wizard

The Certificate Enrollment wizard (available only in commercial distributions) is used to enroll certificates,
i.e. to request a certification authority (CA) to issue a certificate. You can start the wizard by clicking on the
Enroll button of the Certificates page of the Settings dialog.

Certificate Enrollment - Start

The first page of the Certificate Enrollment wizard displays information on the enrollment process. The
enrollment process will create a key pair, consisting of a public and a private key. Please note that the process
requires the use of Certificate Management Protocol version 2 (CMPv2).

Certificate Enrollment - Stark x|

Certificate enrollment iz an action wherein a Cé
certifiez a public key.

T hiz wizard will generate a private key and a
public key which will be certified by a Cé,
[Certifization Authority]. Only ChPawd
[Certificate Management Pratocal] can be uzed

The private key and the enrolled certificate wil
be ztored to the uzer zettings folder. This key
pair iz uged in public-key authentication.

¢ Back Cancel Help

Figure 2.22: The start of the enrollment process.

Click the Next button to continue the process.

© 2003 SSH Communications Security Corp. SSH Secure Shell Windows Client



2.4. Global Settings 57

Certificate Enrollment - Identity

On the ldentity page, enter the parameters of the certificate to be issued. You can suggest a Common
Name (e.g. John Smith), Organization Unit (like Marketing), Organization (SSH Communications Security),
Country (USA) and Email Address (john.smith@ssh.com).

Certificate Enrollment - Identity x|

Pleaze inzert certificate parameters.

Corrmon M arne: ITest Uzer

Organizational L nit: IDepartment

Qrganization: IEu:umpany
LCountry: |FI
Email Address: Itest@cumpany.cnm

Click Mext to gererate the SSH2 keypair uzed in
the enrollment.

< Back

Cancel Help

Figure 2.23: Type the parameters of the certificate.

The certification authority can change these fields before issuing the certificate. The Certificate validity period
and other parameters are determined by the configuration of the CA software.

Please note that certificate enrollment requiring manual acceptance in the CA software is not supported. You
may be able to compensate for this by using PKCS #12 file importing.

Click the Next button to launch the Key Generation Wizard. For more information on the key generation
process, see section 3.3.1 (Key Generation Wizard).

Certificate Enrollment - Firewall

On the Firewall page, you can define the firewall and proxy settings. If your local setup does not require
these to be defined, the fields can be left empty.

Firewall

Type the firewall location in the text field.
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HTTP proxy
Type the HTTP proxy location in the text field.

Click the Next button to continue.

Certificate Enrollment - CA

On the CA page, fill in the following fields:

CMP Service URL

Type in the address of the server that provides the Certificate Management Protocol (CMP) service.

Discover

Click the Discover button to attempt automatic detection of available certification authority services
and CA certificates. The found CA services will be listed in the text field and can be selected from the
drop-down menu.

Please note that not all systems support the automatic detection functionality.

CA Certificate

This dropdown menu will be filled with the CA certificates that were found on the selected CMP
service. Select a CA certificate from the list.

Alternatively, you can directly type in the file name of the certificate, or select the file by clicking on
the button on the right hand side of the file name field. The Select CA Certificate dialog will open,
allowing you to locate the certificate file.

View
Click the View button to display the contents of the current certificate.

Retrieve CA Certificates from CA URL

Select the desired CA URL from the drop-down list and click the Retrieve CA Certificates from CA
URL button to retrieve the CA certificates from the selected CA address.

Reference Number

Type in the reference number.

Key

Type in the key information.

Click the Next button to continue.
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Certificate Enrollment - Enrollment x|

The enrollment iz in progress. Thiz might take a
while depending on the netwark speed.

Fimzh Cancel Help

Figure 2.24: The enrollment in progress.

Certificate Enrollment - Enrollment

On the Enrollment page the actual enrollment takes place. This may take some time (the exact duration
depends on the amount of network traffic, among other factors).

When the process is finished, click the Finish button to continue.

249 SSH Accession

On the SSH Accession page of the Settings dialog you can operate the keys and certificates that are available
on SSH Accession.

SSH Accession is a separate software product by SSH Communications Security that offers an easy method
for utilizing digital certificates and smart cards. An evaluation version of the SSH Accession software is
included in the SSH Secure Shell distribution.

SSH Accession is a desktop authentication agent application for handling all private-key and sign-on opera-
tions for the Secure Shell user. With SSH Accession you do not have to provide the password for your private
key each time when connecting to a Secure Shell server. Also, new connections from a remote server to
another can be authenticated with the local private keys managed by SSH Accession (authentication forward-

ing).

In addition to the software keys, SSH Accession offers you a wide support for various secure hardware tokens
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such as smart cards and USB tokens. For more information, see the SSH Accession User Manual.

For more information, see http://www.ssh.com/products/security/accession/.
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SEII: i:t::ssion &= [eTCAP) Test User's S5H Communications S ecurity Corp D
5 PKCS #11 =] X509 Certificate: C=FI, O=Company, OU=Department, CN=T est User
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[~ Server Authentication
- Host Keys
- CA Certificates
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- Mode Wpload Public Key... | Wiew Cerfificate,.. |
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- Printing =
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Cancel Help

Figure 2.25:

Go to SSH Accession
Click the Go to SSH Accession button to launch SSH Accession.

Upload Public Key
Select a public key from the list and click the Upload Public Key button to upload the key.

View Certificate

Select a certificate from the list and click the View Certificate button to display the contents of the
certificate.

2410 PKCS#11

The PKCS #11 page (grayed out in non-commercial distributions) contains a list showing the configured
PKCS #11 providers. Under each provider there is a list of the keys and certificates available. Please note
that the list view does not get updated automatically, but only when you close and reopen it.

A new provider can be added to the list on the Configuration page of the Settings dialog. For more infor-
mation, see section 2.4.11 (Configuration).
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Figure 2.26: The PKCS #11 providers list.

You can open the PKCS #11 configuration window by double-clicking the card reader icon located on the
right hand side of the SSH Secure Shell terminal window status bar, located on the bottom of the window.

Hardware tokens and PKCS #11 software keys can be used with or without PKI. The standard public-key
authentication can be used with PKCS #11 providers.

The following buttons can be used to operate the PKCS # providers:

Enable Provider
Select a PKCS #11 provider from the list and click the Enable Provider button to allow the use of the
selected provider.

Disable Provider
Select a PKCS #11 provider from the list and click the Disable Provider button to disallow the use of
the selected provider.

Upload Public Key

Select a key from the list and click the Upload Public Key button to upload one of the public keys
from the token to the server. This allows you to use a hardware token for your personal authentication.
In order to do this, you have to be already connected to a server.

Please note that an RSA token requires RSA support to be compiled in the server software. See section
3.5 (Uploading Your Public Key) for information on how to upload a software public key to the server.

View Certificate
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Click the View Certificate button to display the contents of the selected certificate.

2.4.11 Configuration

The Configuration page of the Settings dialog can be used to manually configure PKCS #11 providers.

-~ Keyboard ISl Configuration

Tunneling
B F!Ie Transfer Configure PECS #11 providers. The initialization string iz usually the name
" Remate Favorites of a DLL [dynamically linked library] file. See the docurmentation provided
[=- Global Settings bw the token vendar for details on runtime requirements and the specific
- Appearance DLL file to be uzed.
- Font
- Colors
- Messages Provider type | Initialization string | Enabled |
(=) User Authentication PKCS #11 diifeTpkes11.dI) Yes

- Keys

- Certificates

- 55H Accession
(- PKCS #11

[~ Server Authentication .
- Host Keys Add... Edit... Remave
- CA Certificates

- LDAP Servers

[=1- File Transfer

- Advanced

- Mode

- Local Favorites

- Firgwall

- Securty

- Printing =

Figure 2.27: Configuring PKCS #11 providers.

The following fields are visible in the provider list, displayed on the top of the Configuration page:

Provider Type
The Provider Type field displays the type of the provider.

Initialization String

The Initialization String field displays the string of characters used for initialization.

Enabled

The Enabled field displays whether the use of the provider is currently allowed or not. To change the
Enabled status, click the Edit button.

The following buttons can be used to control the provider settings:

Add
Click the Add button to add a new PKCS #11 provider. The PKCS #11 Provider dialog will open.
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Edit

Click the Edit button to change the details of the PKCS #11 provider. The PKCS #11 Provider dialog
will open.

Remove

Click the Remove button to delete the PKCS #11 provider definition.

For more information on the PKCS #11 Provider dialog, see section 2.4.12 (PKCS 11 Provider).

2.4.12 PKCS#11 Provider

The PKCS #11 Provider dialog allows you to view and modify the provider definition.

PKCS #11 Provider [ %]

Provider Type:

Iriitialization String: Id\I[init\alization_slring] slots(2)

¥ Enabled

PELCS #11

DLL: I\nitializatinn_string
Slats: |2
Additional Parameters: Ii

oK I Cancel |

Figure 2.28: The details of the PKCS #11 provider displayed.

The following options are available:

Provider Type

Select the provider type from the dropdown menu.

Initialization String

This field displays the character string used for initialization.

Enabled

Leave the Enabled check box checked, except if you have trouble accessing the token from another
application that is running simultaneously. The usability of a PKCS #11 for several simultaneous
applications depends on the specific third party PKCS #11 driver.

PKCS #11

Fill in the following text fields to pass other parameters to the PKCS #11 provider:
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DLL

Consult the token manufacturer documentation to determine the file name of the PKCS #11 DLL. Type
this file name in the DLL field.

Slots

The Slots parameter is not required, but if you have problems accessing a specific key on a hardware
token, you may need to modify this parameter accordingly. Consult the third party documentation for
the exact requirements of the Slots parameter.

For example: to use PKCS #11 slots 0 through 10, use the value 0-10, and to use slots 1 through 5
except 3, use the value 1-5, 13.

Additional Parameters

Additional parameters can be specified, if specified in the third party documentation.

When you save the settings (by using the Save Settings option on the File menu) and then restart SSH Secure
Shell, you should see a small card reader icon on the status bar on the bottom of the terminal window. When
a token is inserted, a smart card appears in the card reader in the icon. When a key is acquired from the token,
a key symbol appears on top of the card reader icon.

If you do not see the card reader icon, check that the DLL name has been entered correctly. If you cannot get
the keys from the token, make sure that the token has been personalized correctly. Please note that hardware
tokens are usually shipped uninitialized, so you are required to personalize the token for yourself. To do this,
you need to consult the third party documentation included with the token.

2.4.13 Server Authentication

There are two different methods that can be used to authenticate the server (remote host computer) you are
connecting to: public-key authentication and certificate authentication.

When public-key authentication is used to authenticate the server, the first connection is very important. The
client will ask the user to save the host key to the local database. The fingerprint of the public key should
be verified before you save it to the local database and proceed with the connection. If you do not verify the
authenticity of the fingerprint, you risk the possibility of a man-in-the-middle attack. For future connections,
the local copy of the server’s public key will be used in server authentication.

Certificate authentication is more secure than the traditional public-key authentication, as the system verifies
that the server certificate has been issued by a trusted Certificate Authority (CA) and that the certificate has
not been revoked. When certificate authentication is used, the man-in-the-middle attack is no longer a threat
during key exchange, as the system verifies that the server certificate has been issued by a trusted certification
authority (CA).

If the server certificate itself does not contain a valid authority information access or a CRL distribution point
extension, an LDAP server has to be configured on the client-side to obtain a certificate revocation list (CRL).

Note: Certificate authentication is supported only in the commercial versions of SSH Secure Shell.
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Figure 2.29: The Server Authentication page of the Settings dialog.

2.4.14 Host Keys

Public host keys used in server authentication (remote host authentication) process can be managed using the
Host Keys page of the Settings dialog. The keys are listed in the host key file list.

Public host key file list

The host keys in your possession are displayed in the public host key file list (located above the buttons on
the Public Keys page).

Host Name

The Host Name column displays the host names of your host keys.

Port

The Port column displays the ports used by the connections associated with each host key.
File Name

The File Name column displays the file name of each host key file.
Fingerprint

The Fingerprint column displays the fingerprint of each host key file. The fingerprint is represented
using the SSH Babble format, and it consists of a pronounceable sets of five lowercase letters separated
by dashes.
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Figure 2.30: The Host Keys page of the Settings dialog.

it

L«]

Buttons:

View

Select a host key file from the host key file list and click the View button to display a host key. Alter-
natively you can just double-click on the key file name.

Export Key

Select a host key and click the Export Key button to export a host key. The Select Folder dialog will
open, allowing you to specify the target location.

Import Key

Click the Import Key button to import a host key. The Import Hostkeys - Select Files dialog will
open, allowing you to locate the host key to be imported.

Delete
Select a host key file from the host key file list and click the Delete button to remove the key.

2.4.15 CA Certificates

On the CA Certificates page of the Settings dialog you can manage the certificates of your trusted cer-
tification authorities (CA). For more information on certificates, see section 8.2 (Public-Key Infrastructure
(PKI)).
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Please note that certificate support is only available in commercial distributions of the SSH Secure Shell for

Workstations client.
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Figure 2.31: A brief overview of PKI.

CA certificate list

The available CA certificates are shown in the CA certificate list, located on the top of the CA Certificates

page.

The following fields are displayed on the CA certificate list:

Issued To

The Issued To field shows the certification authority to whom the certificate has been issued.

Issued By

The Issued By field shows the entity who has issued the CA certificate.

Expiration Date

The Expiration Date field shows when the CA certificate will expire.

Buttons:

The following buttons can be used to control the CA certificates:

SSH Secure Shell Windows Client
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Import
Click the Import button to import a CA certificate from an external file. The Import Certificate -
Select File dialog will opened, allowing you to locate the certificate file.

View

Click the View button to display the contents of a selected CA certificate.

Delete

Click the Delete button to remove a selected CA certificate.

CRL Checking

Select the Disable check box to prevent the use of a certificate revocation list (CRL). A CRL is used to
check if any of the used CA certificates have been revoked.

Note: Disabling CRL checking is a security risk and should be done for testing purposes only.

2.4.16 LDAP Servers

In order to make use of a certificate, it must be distributed to directories where it is made available to other
users. SSH Secure Shell supports certificate and certificate revocation lists (CRL) distribution using the
Lightweight Directory Access Protocol (LDAP), a de facto standard. This enables interoperability with third
party directory servers using the LDAP standard.

For more information on LDAP, see section 8.2.4 (Directory Services).

(Please note that PKI and PKCS #11 support is only available in commercial distributions of the SSH Secure
Shell for Workstations client.)

The LDAP Servers list displays the available LDAP servers.

To edit an LDAP server entry, doubleclick the appropriate line in the list. To add or delete LDAP server
entries, use the buttons located above the LDAP server list:

New

Click the New button (the leftmost button on the top right hand side of the LDAP server list) to add
a new LDAP server to the list. Type in the address of the server using URL format (for example
Idap://1dap.host.com:389). The keyboard shortcut for the New button is the 1ns key.

Delete

Select an unwanted LDAP server entry from the list and then click the Delete button (the rightmost
button on the top right hand side of the LDAP server list) to remove the server definition. The keyboard
shortcut for the Delete button is the Delete key.
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Figure 2.32: Adding a new LDAP server entry.
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2.4.17 File Transfer

The default file transfer settings can be configured using the File Transfer page of the Settings dialog. The
new settings will affect subsequently started File Transfer windows.

Show Root Directory

Select the Show Root Directory check box to show the root directory in the File Transfer window by
default.

Show Hidden Files

Select the Show Hidden Files check box to show hidden files in the File Transfer window by default.

Check and Confirm Overwrite

Select the Check and Confirm Overwrite check box if you want the File Transfer utility to ask for
confirmation when you try to transfer a file that already exists in the target system.

Display Items by Using

With the Display Items by Using setting you can select the default view for the File Transfer window by
choosing one of the four possible views.

Large Icons
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Configure default file transfer settings and view layout.
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Figure 2.33: The global File Transfer page of the Settings dialog.

Select the Large Icons option to display the File Transfer file view as a Large Icons view. Each file
and folder has a large icon associated with it, making for a clear and uncluttered display.

Small Icons

Select the Small Icons option to display the File Transfer file view as a Small Icons view. Each file and
folder has a small icon associated with it. This makes it possible to display several times more items
than the Large Icons view.

List

Select the List option to display the File Transfer file view as a List view. Each file and folder has a
small icon associated with it, and the files and folders are displayed in one single column underneath
each other.

Details

Select the Details option to display the File Transfer folder view as a Details view. The files and
folders are displayed with a small icon, their file name, file size, file type, their last modification date
and attributes visible.

By clicking on the Name, Size, Type, Modified and Attributes sort bars located on top of the File
view, you can sort the files and folders based on their file name, file size, file type and the time they
were last modified. Clicking the same sort option again reverses the sorting order.

Note that the sort function is not case sensitive: upper case text is sorted together with lower case text.

The file type associations are derived from the your local computer. If you have defined a new file type
description for files with a certain file name extension, also the files in the remote computer are shown
to be of that file type. This makes it easy to recognize particular file types also on the host computer.
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Missing File Association

The SSH Secure Shell for Workstations Windows client uses file type associations in the same way as Win-
dows Explorer does. When you double-click a file in the File Transfer window, it will be opened using the
application with which its file type has been associated.

All file types are not associated with any application. With this field you can define what application will be
used to open a file that has no file type association. The default application is Notepad, which is a reasonable
choice for files containing text.

To change the default association for unknown file types, click the button next to the text field. A Select
Application dialog will be displayed, allowing you to select the desired application.

Formatting string for file time

In the formatting string field you can type a string that presents how the time and date stamps of the files are
displayed in the File Transfer window. The default value is %c, which means that the date and time will be
presented in the format defined in the Windows country settings (locale).

To change the format of the time and date stamps, replace the default value with a string consisting of some
of the following character combinations.

%a

Abbreviated weekday name
%A

Full weekday name

%b

Abbreviated month name

%B

Full month name

%cC

Date and time representation appropriate for locale

%d
Day of month as decimal number (01 - 31)

%H
Hour in 24-hour format (00 - 23)

%l
Hour in 12-hour format (01 - 12)
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%]
Day of year as decimal number (001 - 366)

%m

Month as decimal number (01 - 12)

%M

Minute as decimal number (00 - 59)

%p

Current locale’s A.M. / P.M. indicator for 12-hour clock

%S

Second as decimal number (00 - 59)

%U

Week of year as decimal number, with Sunday as first day of week (00 - 53)

%w

Weekday as decimal number (0 - 6; Sunday is 0)

%W

Week of year as decimal number, with Monday as first day of week (00 - 53)

%X

Date representation for current locale

%X
Time representation for current locale
Yoy
Year without century, as decimal number (00 - 99)

%Y

Year with century, as decimal number

%z, %Z
Time-zone name or abbreviation; no characters if time zone is unknown
%%

Percent sign
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View Layout

You can select how the File Transfer window positions the local and remote view panes. The following
options are available:

Remote view on top, local view on bottom
Remote view on right, local view on left
Remote view on left, local view on right

Wide folder view on file bar

Select this checkbox to show fewer buttons on the file bar, leaving more room for the favorite folders
lists.

2.4.18 Advanced

On the Advanced page of the Settings dialog you can configure additional file transfer options. The new
settings will affect subsequently started File Transfer windows.
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Figure 2.34: The advanced file transfer options.

Preserve Original File Time

Select the Preserve Original File Time check box if you want that the transferred files retain their
original time and date stamp values. If this option is not selected, the transferred files will be stamped
with the time of the transfer.
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Upload

The following settings affect the upload process:

Preserve Original Destination Permissions
Select this check box to preserve the file permissions of the original file located on the remote host
computer. The transferred file will use the same file permissions as the original file.

Default File Permissions

Type the octal UNIX file permission mask (as with the UNIX chmod command) that is to be used as
the default value for files. For more information on file permissions, see section 5.1.5 (Contents of the
File Transfer Window).

Default Directory Permissions

Type the octal UNIX directory permission mask (as with the UNIX chmod command) that is to be
used as the default value for directories.

File Transfer Send Window

The following settings affect the file transfer process:

Number of Buffers

Type the number of buffers used in file transfer. The default value is 10.

Buffer size

Type the default buffer size (measured in kilobytes). The default value is 32 kilobytes.

Upload Locally Modified Remote Files

This selection affects how SSH Secure Shell will react if you edit locally a file stored in the remote host
computer.

Yes

If you select the Yes option, the locally modified file will be uploaded to the remote host computer.
No

If you select the No option, the locally modified file will not be uploaded to the remote host computer.
Ask

If you select the Ask option, SSH Secure Shell will ask you to decide if you want to upload a locally
modified file.

© 2003 SSH Communications Security Corp. SSH Secure Shell Windows Client



2.4. Global Settings

75

2.4.19 Mode

The Mode page of the Settings dialog affects which files will be transferred using ASCII mode.
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Figure 2.35: Selecting the file transfer mode.

File Transfer Mode

Select the default file transfer mode from the following options:

ASCII

By default all files will be transferred in ASCII mode.

Binary

By default all files will be transferred in binary mode.

Auto Select

The files using a file extension specified on the ASCII Extensions list will be transferred in ASCII
mode. All other files will be transferred in binary mode.

ASCII Extensions

Files using a file extension specified in the ASCII Extensions list will be transferred using ASCII mode.

SSH Secure Shell Windows Client
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New

Click the New button (the leftmost button on the top right hand side of the ASCII Extensions list) to
add a new file extension to the list. The keyboard shortcut for the New button is the Ins key.

Note that you can use wild cards to specify the file extensions. The ? character matches any 1 character,
and the * character matches any 0 or more characters. (For example: htm* would match both htm
and html.)

Delete

Select an unwanted file extension entry from the list and then click the Delete button (the rightmost
button on the top right hand side of the ASCII Extensions list) to remove the extension. The keyboard
shortcut for the Delete button is the Delete key.

2.4.20 Local Favorites

On the Local Favorites page of the Settings dialog you can create a list of commonly used directories on
your local computer. These favorites can then be easily selected from a drop-down menu in the File Transfer
window.
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Figure 2.36: Creating a list of most commonly used directories.

Home folder:

Favorite Folders

This list contains the favorite folders you have defined for your local computer. Initially the list contains your
locally available drives. You can add, remove and sort the favorites by using the icons displayed above the
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list:

New
Click the New button to add a new favorite, and then type the path to the desired folder.

Delete
Select an already defined favorite from the list and then click the Delete button to remove it from the
list.

Up
Select an already defined favorite from the list and then click the Up button to move it higher in the
list.

Down
Select an already defined favorite from the list and then click the Down button to move it lower in the
list.

Home Folder

In the Home Folder field you can type the directory that is initially displayed in the local view pane of the
File Transfer window.

2421 Firewall

The firewall settings can be configured using the Firewall page of the Settings dialog. The firewall should run
SOCKS version 4 or 5 software.

Note: SOCKSS5 authentication or encryption functionality is not supported.

Connecting through a firewall requires that the Connect through Firewall option on the Connection page
has been selected. For more information, see section 2.3.1 (Connection).

Firewall URL

Type the firewall address in URL format (for example socks://host.computer:1080). The
default port is 1080.

SOCKS Version
Select the SOCKS version used by the firewall. Available options are SOCKS4 and SOCKSS5.
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Figure 2.37: The Firewall page of the Settings dialog.
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Figure 2.38: The Security page of the Settings dialog.

2.4.22 Security

The security settings can be configured using the Security page of the Settings dialog.
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Empty Clipboard on Exit
Select the Empty Clipboard on Exit check box to remove from the clipboard anything that was re-
cently copied using the cut and paste Edit operations.

Empty Scrollback Buffer on Session Close

Select the Empty Scrollback Buffer on Session Close check box to empty any remains of the terminal
output from the scrollback buffer.

SSH1 Connections

From SSH Secure Shell for Workstations Windows client version 2.2.1 onwards, you can connect also to
Secure Shell version 1 (SSH1) servers. With the SSH1 Connections selection you can decide if you want to
allow SSH1 connections, deny them, or issue a warning when connecting to a remote host computer that is
using version 1 of the Secure Shell protocol.

Secure Shell version 2 (SSH2) is a more advanced and secure protocol than the legacy version SSH1. For
more information on the status of the SSH1 protocol, see the SSH web site http://www.ssh.com/
company/newsroom/article/210/.

Note that when using an SSH1 connection, multiple terminal windows and the file transfer operations are not
available.

Allow

Select this option to allow also SSH1 connections.

Warn

Select this option to issue a notice when an SSH1 connection is made.

Deny

Select this option to disallow SSH1 connections.

Disable password length masking in SSH1 connections

Select this check box to not use password length masking when logging in using the SSH1 protocol.

2.4.23 Printing

The print settings can be configured using the Printing page of the Settings dialog.

Printer Font

Select the Font Name and Font Size to be used in the printed output. Any non-proportional font
installed on your system can be selected.
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Figure 2.39: The Printing page of the Settings dialog.

2.5 Customize

Select what additional information appears on the printed pages.

Select the width of the blank border around the page on printed output. The margins for the top,
bottom, left and right of the page can all be specified individually. The default value for all margins is
10 millimeters (or 1 centimeter).

Title appears at the top left of the page and displays the title of the terminal window (for example:
remotehost - SSH Secure Shell).

Date appears at the top right of the page and displays the date and time when the page was printed (for
example: 10 May 2002, 23:27). The date and time format is the same as used in Windows.

Page Number appears at the bottom right of the page (for example: Page 1 of 2).

Select the Customize option from the View menu to modify the menu options, toolbars layout, keyboard
mapping, menu settings and general preferences. Note that you can have only one terminal window open
when using the Customize option.

Click on the tabs on the top of the dialog to switch between different pages:
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Figure 2.40: Use the Customize dialog to modify the user interface settings.

Commands tab

Select the Commands tab to move individual menu options. Select the menu category from the list on
the left, and then use the mouse to drag menu options into the menus or toolbars displayed in the SSH
Secure Shell window.

Toolbars tab

Select the Toolbars tab to define which toolbars are displayed on the SSH Secure Shell window.

If you have made any changes, you can select the toolbars you want reset and then click the Reset
button to return the default toolbar configuration. Click the Reset All button to reset all the toolbars
and menus.

Reset

Select a toolbar that you want to restore to its initial settings and then click the Reset button to
discard the changes you have made.

Reset All
Click the Reset All button to discard the changes you have made to all of the toolbars.

Show Text Labels

Select either the Profiles or the Toolbar option and then select the Show text labels check box to
display text labels on these toolbars. Text labels clarify the toolbar icons, but also take up space.

Keyboard tab
Select the Keyboard tab to define accelerator keys (keyboard shortcuts) for the menu commands.

Use the Category menu to select the category of the accelerator key you want to modify. The categories
are based on the menu hierarchy.

Use the Commands menu to select a specific command from the selected category.

The Description box displays a brief description of the currently selected command.
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Use the Set Accelerator for menu to select the profile that you want to associate with the current
keyboard configuration.

The Current Keys field shows the currently assigned accelerator keys.

Click on the Press New Shortcut Key field to activate it. Then press the combination of keys on the

keyboard that you want to associate with the currently selected command.

Assign
Click the Assign button the add the definition from the Press New Shortcut Key field to the
Current Keys field.

Remove
Select a key assignment from Current Keys field and click the Remove button to delete the se-
lected assignment.

Reset All
Click the Reset All button to lose all your changes and reset the keyboard assignments. A confir-
mation dialog will be displayed, asking if you really want to do this.

Menu tab

Select the Menu tab to define the menu settings.

Application Frame Menus

Select the menu setup you want to change from the Show Menus For dropdown menu. By
default, only the Default Menu is available for editing.

Click the Reset button to reset the menus to their original configuration.

Use the Menu animations dropdown menu to select the type of menu animations. The available
options are None, Unfold, Slide and Fade.

Select the Menu shadows check box to display shadows under open menus.

Context Menus
Use the Select context Menu dropdown menu to display any of the shortcut (or popup) menus:
e File Local Menu 1 (displayed in the local view of the File Transfer window when you do not
have a file selected)

o File Local Menu 2 (displayed in the local view of the File Transfer window when you have
a file selected)

o File Remote Menu 1 (displayed in the remote view of the File Transfer window when you
do not have a file selected)

o File Remote Menu 2 (displayed in the remove view of the File Transfer window when you
have a file selected)

e Terminal Popup menu (displayed when you right-click in the terminal window).
Then you can click the Commands tab and drag menu options into the shortcut menus (and
remove items from the shortcut menus by dragging them off the menu).

Reset
Click the Reset button to reset the menus to their original configuration.
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Options tab
Select the Options tab to change general user interface options.

Select the Show Screen Tips on toolbars check box to display a short help text, when you place the
mouse pointer over a toolbar button.

Select the Show shortcut keys in Screen Tips check box to see the possible keyboard shortcut dis-
played in addition to the short help text.

Select the Large Icons check box to display big toolbar icons.
Select the Look 2000 check box to enable Windows 2000 style features in the user interface. This
option affects mainly the style of the toolbar handles.
Help
Click the Help button to display the online help.

Close

Click the Close button to stop the customization process.
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Connecting

SSH Secure Shell makes it easy to establish connections to new remote host computers, and to manage the
settings required for each different host.

The Quick Connect option allows you to create new connections fast, minimizing the hassle associated with
configuring each connection. It is easy to define a profile for new hosts, and save just the right settings for
each.

3.1 Quick Connect

Select the Quick Connect option (from the toolbar or from the File menu) to establish a completely new SSH
connection that can be operated independently of any other clients and connections. You can connect to an
entirely new remote host computer and still keep the old connection to a different host open.

The Connect to Remote Host dialog will open, automatically filled in with the values defined in the default
configuration file (default.ssh2). Therefore it makes sense to use the Settings dialog (see section 2.1
(Saving Settings)) to set the most commonly used options and save them in the default.ssh2 configura-
tion file.

When you need to establish a new connection, just click the Quick Connect button to connect to a new host
with the default settings. When connected, you can then modify the settings to match your exact requirements
for this particular host and save the settings as this host’s profile (see section 3.2 ( Profiles)).

But there is an even faster alternative. When you login using the default settings, the Add Profile dialog is
briefly and non-intrusively shown. Click on the dialog and write in the name for the new profile. When you
press the Enter key, the profile is automatically saved. It is accessible from the Profiles menu, and can be
modified later.
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3.2 Profiles

If you habitually connect to more than just one remote host computer, you probably want to have different
settings defined for each host. Profiles make it easy to manage different host configurations.

You can have an unlimited amount of different profiles designed for different connections.

Note that the SSH Secure Shell for Workstations Windows client considers the profiles as the user’s personal
data and saves the profile definition files in the personal folder of the user. This means that every user of the
local computer can have his or her own profiles, without affecting other users of the same computer.

Select the Profiles option (from the toolbar or the File menu) to either add a new profile definition or edit an
already defined profile.

3.2.1 Add Profile

Adding a new profile is extremely easy. When you have connected to a new host computer, select the Add
Profile option. The Add Profile dialog will open.

Add Profile

Add Current Connection to Profiles

Figure 3.1: Just type in a name for the new profile and you are ready!

Type a name for the profile (the name of the host computer is a good choice) and press Enter. You are ready!

When you later want to connect to the same host, just select its profile under the Profiles option. You will be
immediately connected, with all the settings in their proper places - even including the number and positions
of SSH Secure Shell windows.

By using profiles, you can have just the right connection settings for each host, with no hassle or defining
complicated configuration settings. It’s that simple.

3.2.2 Edit Profiles

Click the Edit Profiles option to modify profiles that you have saved earlier. The Edit Profiles dialog will
open, allowing you to edit all the host specific settings associated with this particular connection.

Click on the tabs on the top of the page to switch between pages. For a closer look on the settings displayed
under each tab, see sections 2.3.1 (Connection), 2.3.2 (Cipher List), 2.3.3 (Authentication), 2.3.5 (Keyboard),
2.3.4 (Colors), 2.3.7 (Tunneling), 2.3.8 (File Transfer) and 2.3.9 (Remote Favorites).

You can make changes to several profiles at the same time by changing the profile with the profile tree
displayed on the left hand side of the Edit Profiles dialog.
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Connection

upon nesxt login,

Colors | Tunneling I File Transfer I Favorite Folders
Cipher List I Authentication I Keyboard

Configure protocol zettings for the connection. Mew settings will take effect

Specify * az the host name or the uzer name to be prompted for the
information when the profile iz chosen for connecting.

Host name: rematehostcomputer

User name: loginnarne

Port number: |22

Encryption algarithm: I(Default> j |128 j
MAL algarithim: I(Default> -

LCompresszion: Im

Terminal answerback: Im

X
|

[~ Connect through firewall

[~ Request tunnels only [disable terminal)

oK | Cancel |

Figure 3.2: Use the Profiles dialog to modify settings for each host computer.

When you are finished with the settings, you can click the OK button to save the new profile definition, or the
Cancel button to change your mind and abort your changes.

Note: Before the profile editing operation, the .ssh2 settings are copied into backup files with the file
extension -bak. If you remove these backup files, you will not be able to revert back to the old settings.

Profiles Shortcut Menu

Click the profile tree with the right mouse button, and a shortcut menu will open.

If you right-click on a profile, you can select from the following options:

Connect
Select the Connect option to immediately connect to the remote host computer associated with the
profile.

Copy

Select the Copy option to copy the profile definition into the clipboard. Now you can click an empty
location in the profile tree and paste a copy of the profile there.

Cut

Select the Cut option to remove the profile from its present location in the profile tree. Now you can
click an empty location in the profile tree and paste the profile there.
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Delete

Select the Delete option to remove the profile. A Confirm Delete dialog will open, asking if you are
sure that you want to erase the selected profile.

Rename

Select the Rename option to type in a new name for the profile. It is a good idea to give each profile a
descriptive name, so that the profiles are easy to recognize later on.

Create Shortcut

Select the Create Shortcut option to create a shortcut to the currently defined profile on the Windows
desktop. The shortcut will be have the name of the current profile (typically the remote host computer
that you are connected to). When you later click on the shortcut, SSH Secure Shell will be launched
with the settings that have been saved for the profile.

If you right-click on an empty spot on the profile tree, you can select from two options:

Paste

Select the Paste option to paste a profile that you have copied.

New Folder

Select the New Folder option to create a new folder in the profile tree.

Organizing Profiles

If you have defined a long list of profiles, it may be a good idea to organize them into folders. Click the
profile list with the right mouse button, and select the New Folder option to create a new folder in the profile
tree structure. Type a name for the new folder.

Now you can use the mouse to drag and drop the profiles and arrange them into folders so that you can
quickly find the profiles you need.

E|D Prafiles
El{:l Favarite hosts
anaotherhozt
remotehost
: yetanatherhost
El{:l University servers
server]

E| server?

Figure 3.3: Creating a new folder for better organization.
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3.3 Key Generation

If you are going to connect to a remote host computer using public-key authentication, you will have to
generate your key pair before connecting.

Public-key authentication is based on the use of digital signatures. Each user creates a pair of "key’ files. One
of these key files is the user’s public key, and the other is the user’s private key. The server knows the user’s
public key, and only the user has the private key.

When the user tries to authenticate herself, the server checks for matching public keys and sends a challenge
to the user end. The user is authenticated by signing the challenge using her private key.

Remember that your private key file is used to authenticate you. Never expose your private keys. If anyone
else can access your private key file, they can attempt to login to the remote host computer as you, and claim
to be you. Therefore it is extremely important that you keep your private key file in a secure place and make
sure that no one else has access to it.

Do not use public-key authentication on a computer that is shared with other users. Generate keys only on
your personal computer that no one else can access!

Also note that if you are using the Windows roaming profiles functionality, your personal settings will be
replicated with the roaming profile server. If you store your private keys in the default location (under the
profile folder of your Windows user account) your private keys may be suspected to a malicious user listening
to the network traffic. Therefore the User Settings folder should not be a directory that will be used in profile
roaming.

In order to use public-key authentication, you must first generate your own key pair. You can generate your
own key files with the help of a built-in key generation wizard.

3.3.1 Key Generation Wizard

To generate a new key pair, open the Settings dialog and select the Keys page (in the User Authentication
branch). Then click the Generate New Keypair button to run the key generation wizard.

The wizard will generate two key files, your private key and your public key. The private key file has no
file extension, and the public key has the same base file name as the private key, but with _pub as the file
extension. The key files will be stored in your local computer, in the user profile directory.

3.3.2 Key Generation - Start

The Key Generation - Start page contains important information about safety measures. Read the text and
click the Next button.
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Figure 3.4: The Keys page with a key pair already generated.

Key Generation - Stark

Thiz wizard will generate a new pair of 55H2
kevs to be uzed for public key authenticatian.

Two key filez will be generated, a private key file,
which hag no file name extenzion, and a public key
file which has the same name az the private key
file but with the file name extension ".pub''.

The filez will be stared in user zettings falder on the
lozal disk.

Please note that it iz not zafe to uze public key
authentication on a public computer that can be
uzed by zeveral uzers. Generate keys only on
perzonal computer no one elze has access ko,

K.eep pour private keys protected and newver
expoze them.

4

Back Cancel Help

Figure 3.5; The Start page of the key generation wizard.

3.3.3 Key Generation - Key Properties

On the Key Properties page, select the type of the key to be generated. You can select to generate either an

RSA or a DSA key, as well as the key length.
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Key Generation - Key Properties ll

Pleaze select the key type and the length of pour
kep pair. Longer keys provide better security,
while shorter keys are fazter to use.

The recormmended key length iz 2048 bits.

Key Type: DSA, hd

F.ew Length: 2048 VI

Prezs Mest to start the key generation process...

¢ Back I Mext = I Cancel Help

Figure 3.6: Selectin the key type

Key Type
Select the type of the key to be generated. Available options are DSA or RSA.
Key Length

Select the length (complexity) of the key to be generated. Available options are 768, 1024, 2048 or
3072 bits. Larger keys are more secure, but also slower to use. The recommended key length for most
occasions is 2048 bits.

3.3.4 Key Generation - Generation

On the Key Generation - Generation page the computer will generate your key files. This can take several
minutes, depending on the chosen key length and the processor speed of the computer.

During the key generation phase an animation of random bits is displayed. When the process is ready, the
Next button is ungrayed and you can proceed to the next phase by clicking it.

3.3.5 Key Generation - Enter Passphrase

On the Key Generation - Enter Passphrase page you can provide information describing the generated key
pair, and protect the files with a passphrase.
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Key Generation - Generation ll

K.ey generation iz now in progrezs. The
generation may take zeveral minutes depending
on the proceszor speed of the computer and the
chozen key length. Pleaze wait until the
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4 Back w2
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pazsphrase.
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protects access to the private key, vour
paszphrasze should be at least 8 characters long
and contain both letters and nurmbers. Punctuation
characters can alzo be uzed.

File: Mame: Il'ﬂ.'r'kE.'r'

Comment: |f|:|r connecting ko my_host

HRERRERRERREERR

Pazzphraze: I

MMM MMM NN

Pazzphrase: I

< Back

Cancel Help

Figure 3.8: Entering a passphrase for a newly generated key pair.

File Name

Type a name for the key file in the File Name field.
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Comment
In the Comment field you can write a short comment that describes the key pair - you can for example
describe the connection the files are used for. This field is not obligatory, but can be quite useful.
Passphrase

Type a phrase that you have to enter when handling the key. This passphrase works in a similar way to
a password and gives some protection for your private key.

Make the passphrase difficult to guess. Use at least 8 characters, both letters and numbers. Any
punctuation characters can be used as well.

Memorize the passphrase carefully, and do not write it down.

Passphrase

Type the passphrase again. This ensures that you have not made a typing error.

When you have typed in at least the file name and the passphrase (twice), you can click the Next button to
proceed to the next phase.

3.3.6 Key Generation - Finish

The Key Generation - Finish page displays important information on the use of the key files.

The new public and private keys have been generated. They are currently stored on your local computer. To
use these keys for public-key authentication, you have to upload the public keys to the remote host computer.

If you are connected to a remote host, you can automatically have a copy of your new public key uploaded to
the server by clicking on the Upload Public Key button. The public key file can be uploaded at a later date
as detailed in the 3.5 (Uploading Your Public Key) section.

Click the Finish button to exit the key generation wizard.

3.4 Connecting to a Remote Host Computer

To connect to a remote host computer, click the Connect icon on the toolbar, select the Connect option from
the File menu, or just hit Enter or Space on the keyboard when the (still disconnected) client window is
active. This brings up the Connect to Remote Host dialog.

When you connect to a remote host computer for the first time, the host will provide your local computer
with a host public key. The host key is the public key for identifying the remote host computer that you’re
connecting to.

This process will bring up the Host Identification dialog.

SSH Secure Shell Windows Client © 2003 SSH Communications Security Corp.



94 Chapter 3. Connecting

Key Generation - Finish ' ll
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Figure 3.9: Keys have now been generated.

3.4.1 Host Identification Dialog

When you connect to a remote host computer for the first time using public-key authentication, the host sends
your local computer its public key in order to identify itself. This first connection is very important.

To help you to verify the host’s identity, the Host Identification dialog displays a fingerprint of the host’s
public key. The fingerprint is represented using the SSH Babble format, and it consists of a pronounceable
series of five lowercase letters separated by dashes.

The fingerprint of the public key should be verified before you save it to the local database and proceed with
the connection. If you do not verify the authenticity of the fingerprint, you risk the possibility of a man-in-
the-middle attack. For future connections, the local copy of the server’s public key will be used in server
authentication.

If you have reason to suspect that the public key you have received may be forged, you can for example phone
the system administrator of the remote host computer and check if the fingerprint is correct.

If your work requires the strictest degree of absolute security and you cannot trust the network that was used
to deliver the host key, you can ask the system administrator of the remote host computer to deliver the host’s
public key to you personally, for example on a diskette. This way the key is never passed over the network
and you can be absolutely sure that it has not been forged. When using that host key with an SSH Secure
Shell connection, you can be sure that you are connecting to the correct host and that there is no possibility
of outside intrusion. However, for ordinary use this procedure can be seen as overkill.
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The Host Identification dialog asks if you want to store the host key on your local computer. If you connect
regularly to the host you will probably want to keep the key. This prevents an attack where someone can steal
your connection.

Host Identification x|

You are connecting to the host “torni”* far the first time.
The host has provided vou itz identification, a host public key.

The fingerprint of the host public key iz
"suvinezitil-ducid-gevikvesok-buviz-nynunepinat-tler-gusez-dysiz"

rou can save the host key to the local databaze by clicking Tes.
You can continue withaut zaving the host key by clicking Mo,
rou can alzo cancel the connection by clicking Cancel.

Do you want to save the new host key ta the local databaze?

Mo Cancel Help

Figure 3.10: The Host Identification dialog.

Yes

You can save the host key to the local database by clicking Yes.

No
You can continue without saving the host key by clicking No. If you choose not to save the host key
locally, you will be asked to the make this selection again next time you connect to this host.

Cancel
You can also cancel the connection by clicking on the Cancel button. This causes an authentication
failure, and the connection will be canceled.

Help
Click the Help button to view the online help.

If you save the host key, you do not have to go through this procedure again the next time you login. The
host’s public key will still be checked with each connection, but this will be done automatically, without user
intervention.

The known host keys will be saved in a local database that is specific to each user of the local computer. This
way each user will build a personal database of the public keys of known and trusted hosts.

3.4.2 Connect to Remote Host Dialog

The Connect to Remote Host dialog allows you to specify the host name (or IP address), user name, port
number and authentication method for the new connection.

The client remembers your previous connection. If you are going to reconnect to the same host, you do not
have to type in all of the same information all over again.
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Figure 3.11: Identify yourself to the remote host computer.

Host Name

Enter the name (or IP address) of the remote host computer in this field. Unless this is your first
connection, the Host Name field shows the name used in the previous connection. If you want to
connect to the same computer as previously, you do not have to edit this field.

User Name

Enter your user name as used in the remote host computer. Unless this is your first connection, the
User Name field shows the name used in the previous connection. If you want to connect using the
same user name as previously, you do not have to edit this field.

Port Number

Type the number of the port used in the connection in the Port Number field. The standard port for
Secure Shell connections is 22. The port used in the previous connection is already filled in.

Authentication Method

Select the desired authentication method from the pulldown menu. Possible authentication methods
are Password, Public Key, SecurlD, PAM, Keyboard Interactive and <Profile Settings>.

Password
When you login using password authentication, you will have to type your password each time
you establish a new connection to the remote host computer.

Public Key

Public-key authentication is based on the use of digital signatures. If you want to use public-key
authentication, first you will need to create a pair of "key’ files (see section 3.3 (Key Generation)).

Before you can login using public-key authentication, you have to upload your public key to the
remote host computer (see section 3.5 ( Uploading Your Public Key)).

For more information on the use of public keys, see section 3.6 (Using Public-Key Authentica-
tion).

SecurlD
Using SecurlD authentication requires that you have a SecurlD device that generates the numeric
codes that are needed to login.

PAM

The Pluggable Authentication Modules (PAM) is an authentication method that has gained wide
popularity especially on UNIX platforms.
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Keyboard-Interactive
Keyboard-Interactive is designed to allow the Secure Shell client to support several different
types of authentication methods. For more information on Keyboard-Interactive, see Section 8.4
(Keyboard-Interactive Authentication).

<Profile Settings>
The authentication method specified in the active profile is used. The profile-specific authentica-
tion method can be defined using the Connection page of the Settings dialog (see section 2.3.1
(Connection)).

Connect

Click the Connect button to connect to the remote host computer.

Cancel

Click the Cancel button if you change your mind and want to abort the connection.

3.5 Uploading Your Public Key

If you want to use public-key authentication when connecting to the remote host computer, you have to
upload your public key to the host. If you have not yet generated your own public key, see section 3.3 (Key
Generation).

Public keys can be uploaded automatically to a server. After a connection has been made to the server, a key
pair can be selected from the Keys page of the Settings dialog - see 2.4.6 (Keys). Click the Upload button to
display the Upload Public Key dialog that allows you to automatically upload the public key to the specified
directory and automatically add an entry for the key to the authorization file.

Note: The automatical key uploading process will use the SFTP protocol. The administrator of the remote
host computer may have restricted the user access so that users are not able to configure public-key authenti-
cation for themselves even if public-key authentication is allowed in the server configuration. If you do not
have the proper file permissions to the key directory, the automatic upload will fail.

Even if the automatic upload succeeds, it may be that the server administrator has configured the system to
store keys elsewhere than in the default . ssh2 directory. In this case the keys and the authorization file
additions have to be moved manually in the proper directory.

If you do not use the automatic upload facility, you will need to place your public key file in the .ssh2
subdirectory in your home directory on the remote host computer. The default location for UNIX servers
is $HOME/ . ssh2 and for Windows servers the .ssh2 directory under the user profile directory. The
authorizationfile residing in the . ssh2 directory must be edited to take the newly transferred key into
use.

Destination Folder

This is the subdirectory on the server where the public key file will be uploaded to. If this direc-
tory does not exist then it will be created under you